UNI TED STATES DI STRI CT COURT

DI STRI CT OF CONNECTI CUT

UNI TED STATES OF AMERI CA

V. . CRIMNAL NO 3: 00CR217( EBB)

TRI UVPH CAPI TAL GROUP, I NC. ET AL.

RULI NG ON MOTI ON TO SUPPRESS

Three of the five defendants charged in the superseding
indictment in this public corruption case noved to suppress! al
of the evidence obtained through a search and sei zure of a Conpaq
Pentium | aptop conputer that was owned by the defendant, Triunph
Capital Goup, Inc. (“Triunph”) and used exclusively by Triunph’s
Vi ce President and General Counsel, defendant Charles B. Spadoni
(“Spadoni ”).? Defendant Frederick W MCarthy (“MCarthy”),

Triunmph’s CEO and controlling sharehol der, asserts a proprietary

'On June 12, 2002, the court denied the notion on the record
and stated that this ruling would follow

*This ruling only addresses the defendants’ notion for
bl anket suppression. After the notion was fully briefed, heard
and argued, the defendants noved for |leave to file a suppl enental
menor andum [ doc. # 412] seeking to suppress two specific
docunents, referred to as CBO2 and CBO3. The defendants did not
specifically seek to suppress these two docunents in the original
noti on because they had asserted a privilege claimthat was then
pendi ng before the nmagistrate judge. The magi strate judge
subsequently determ ned that the docunents were not privil eged
and ordered them di sclosed to the prosecution. The court has
construed the notion to file a suppl enental nenorandum as a
suppl enmental notion to suppress and will consider the clains
separately fromthose raised in the original notion to suppress
and will issue a separate ruling addressing those two docunents.



interest in the |aptop conputer and clains to have standing to
chal l enge its search and sei zure.

I n support of their notion for whol esal e suppression of al
evi dence obtai ned pursuant to the warrant authorizing a search
and seizure of the |aptop conputer, the defendants assert that:
(1) the governnent inproperly coerced themto deliver the |aptop
conputer pursuant to a forthw th subpoena that was issued w t hout
exi gent circunstances; (2) the warrant subsequently issued by a
magi strate judge violated the Fourth Amendnent’s particularity
and probabl e cause requirenents; (3) the executing agent acted in
flagrant disregard of the warrant’s terns and grossly exceeded
the scope of the warrant; (4) the governnent did not follow
appropriate procedures to protect attorney-client privileged
material; and (5) the governnent violated the requirenments of
Fed. R Cim P. 41.

The governnent disputes all of the defendants’ clainms and
mai ntains that the drastic renmedy of blanket suppression is not
warranted or justified. It also maintains that: (1) there
exi sted good faith and reasonabl e concerns that evidence could be
altered or destroyed and this provided exigent circunstances that
justified the use of a forthwith subpoena and the defendants’
conpliance with it was voluntary; (2) the warrant satisfied the
requi renents of the Fourth Anendnent; (3) the search was

reasonabl e, did not resenble a general search and the executing



agent did not flagrantly disregard the warrant; (4) the agreed-
upon procedures to protect privileged docunents provi ded adequate
saf eguards and the defendants were not prejudiced; (5) the
requi renents of Rule 41 are purely mnisterial and were
adequately conplied wth; and (6) MCarthy does not have standing
to chall enge the search

For the follow ng reasons, the defendants’ notion to
suppress [doc. # 189] is DEN ED.

THE | NDI CTMENT

The multi-count indictnment in this case alleges, inter alia,

a RRCO violation and a RI CO conspiracy, as well as bribery,
obstruction of justice, wtness tanpering, mail fraud/theft of
honest services and theft or bribery concerning prograns

recei ving federal funds.

The two RICO counts in the superseding indictnment allege
that from March, 1997, to Cctober, 2000, Triunph, MCarthy,
Spadoni, co-defendant Lisa A Thiesfield (“Thiesfield”) and co-
def endant Benjamn Andrews (“Andrews”), together with Paul J.
Silvester (“Silvester”), the fornmer Connecticut State Treasurer,
and Christopher A Stack (“Stack”), an associate of Silvester,
conspired to and conducted the affairs of an association-in-fact
enterprise through a pattern of racketeering activity.

Triunph is an investnment firmwith its principal place of

busi ness in Boston, Massachusetts. MCarthy is Triunph's



Chai rman and control ling shareholder. Spadoni is a Vice

Presi dent and Ceneral Counsel of Triunph. Thiesfield was an
enpl oyee of the Connecticut State Treasurer’s Ofice from

Sept enber, 1997, to May, 1998, at which tinme she becane canpai gn
manager for the Silvester for State Treasurer Canpai gn. Andrews
was enpl oyed as managi ng director of a conpany that provided

i nvestnment services to the Connecticut State Treasurer’s Ofice
and was the Republican candidate for Connecticut Secretary of
State in 1998. From January, 1995, to Cctober, 1996, Silvester
was the Chief of Staff at the Connecticut State Treasurer’s
Ofice. In Cctober, 1996, he becane the Deputy Treasurer, and in
July, 1997, he was appointed State Treasurer when the el ected
state treasurer resigned.

As state treasurer, Silvester had sole authority for
managi ng and investing hundreds of mllions of dollars of assets
of the Connecticut Retirenment Plans and Trust Fund (“CRPTF’). In
1998, Silvester ran as the Republican candi date for Connecti cut
State Treasurer. He was defeated in the Novenber, 1998, el ection
and | eft office on January 6, 1999.

The indictnment alleges that the purposes of the enterprise’s
racketeering activity were to enrich the defendants and ot hers
t hrough ongoing crimnal activity including bribery and fraud; to
conceal the defendants’ participation in the crimnal activity

t hrough obstruction of justice and witness tanpering; and to



conceal Silvester’s participation in and enrichnent fromthe
crimnal activity.

More specifically, the indictnent charges that Triunph
illegally funnel ed canpaign contributions to the Silvester for
State Treasurer Canpaign in exchange for the investnent of state
pension assets in a Triunph-related fund. It also outlines a
schene whereby Triunph solicited and paid bribes, rewards and
gratuities to Silvester in exchange for pension fund investnents
and di sgui sed these illegal payments by entering into consulting
contracts with Stack, Thiesfield and Andrews, who agreed to “Kkick
back” a portion of their consulting fees to Silvester.

The indictnment al so charges that Triunph and Spadon
obstructed justice by attenpting to conceal the corrupt
arrangenments wth Stack, Thiesfield and Andrews. Specifically,
bet ween May 25, 1999, and April, 2000, Spadoni and Triunph
al l egedly obstructed a grand jury investigation by del eting,
overwiting or destroying docunents and information stored on a
| apt op conputer owned by Triunph and assigned to Spadoni. In
addi tion, the indictnment charges that Spadoni and Triunph
obstructed justice by deleting, destroying or failing to produce
di skettes that contained docunents and information which was
relevant to a grand jury investigation.

In addition to the RICO and RI CO conspiracy, the indictnent

al so charges that the defendants violated the nmail fraud/theft of



honest services statute by devising a schene to defraud and
deprive the citizens of Connecticut of their right to Silvester’s
honest services as state treasurer, i.e., performance of his
duties free fromdeceit, favoritism bias, conflict of interest
and sel f-enrichnent.

Finally, the indictnment charges each defendant with
willfully, know ngly, and corruptly giving, offering, and
agreeing to give financial support to Thiesfield and to
Silvester’s re-election canpaign wwth the intent to influence and
reward Silvester for investing CRPTF assets in a Triunph-rel ated
i nvest nent fund.

During the investigation that led to the indictnent, the
grand jury issued a forthwith subpoena to obtain possession of a
| apt op conputer that was owned by Triunph and used by Spadoni
After obtaining possession of the |aptop conputer, the governnment
obtained a warrant to search and seize its hard drive and
obtained certain incrimnating evidence. Triunph, Spadoni and
McCarthy noved for bl anket suppression of all docunents, data and
evi dence the governnent seized fromthe | aptop conputer.

Based on the evidence presented at a five-day suppression
hearing, the court nmakes the follow ng findings of fact.

FI NDI NGS OF FACT

The Steps Leading to the |Issuance of the Forthwith Subpoena

In late October, 1999, Silvester told FBI Special Agent



Charles Uso (“SA URSO' ), the case agent assigned to the grand
jury investigation, about a conversation he had with Spadoni on
May 25, 1999, shortly after Triunph had received its first grand
jury subpoena for docunents relating to the investigation.

Silvester told SA Uso that Spadoni told himthat in
response to the subpoena, Triunph had not produced the consulting
contracts it had entered with Thiesfield and Stack. He further
said that Spadoni told himthat Triunph' s | awer had advi sed him
t hat nore subpoenas were likely and docunents that could be
incrimnating and that had no busi ness purpose should be
“purged.”

In addition, Silvester said that Spadoni nentioned that he
or soneone from Triunph had purchased a software programto purge
or “blow out” a conputer. Silvester indicated that he did not
know t he specific conputer to which Spadoni was referring and
did not know if any conputers were actually purged. But
Silvester said that Spadoni told himthat he had del eted
contracts with Park Strategies, the conpany that Silvester went
to work for after he left the treasurer’s office.

In an attenpt to corroborate this information, the
governnment issued a subpoena to Triunph on Decenber 29, 1999,
seeki ng back-up tapes for Triunph’s conputers and records
relating to Triunph’s conputer network or systens used by its

enpl oyees.



On January 19, 2000, Triunph responded to that subpoena by
produci ng seven back-up tapes and certain docunents. The
government did not imediately review this information.

One of the docunents Triunph produced was dated July 28,
1999. It showed that the conpany owned a | apt op conputer
specifically, a Conpag Notebook Pentium 150 MZ 16 MB Ram 1.6 GB
hard drive (the “laptop conmputer”) which was used by Spadoni

On about February 1, 2000, SA Urso sent an electronic
communi cation to Special Agent Jeff Rovelli (“SA Rovelli”), an
FBI Conputer Analysis Response Team (“CART”) Field Exam ner,
asking for assistance in analyzing and review ng Triunph s back-
up tapes to determne if nenory had been destroyed.

SA Rovelli is a FBI-certified and skilled CART agent with
ext ensi ve experience in searching and seizing conputer-related
evi dence, conputer hardware, operating systens and forensic
t echni ques and net hods for conmputer searches.

Before S. A Rovelli began his review of the back-up tapes,
he met with SA Urso to discuss the investigation and obtain
certain background information.

In this regard, he reviewed two consulting contracts dated
January 15, 1999, between Triunph and Thiesfield and Triunph and
Stack, a consulting contract dated May 1, 1998, between Tri unph
and Thiesfield, a marketing contract dated Novenber 24, 1998,

bet ween Triunph and Capital Marketing Investnent Corp., Andrews’s



conpany, and the face sheet of the partnership agreenent for
Triunph Connecticut-11, the collateralized bond obligation
(“CBO') fund in which Silvester had invested $200 mllion of
CRPTF assets.

S.A Rovelli was asked to review Triunph’s back-up tapes,
focusing on the dates of these contracts, to determne if they
showed destruction, alteration, changes, deletions or destruction
of conputer nenory or evidence.

On March 28, 2000, S.A Rovelli and S.A Urso reviewed
t hree back-up tapes from Triunph’s Boston office: one tape was
dat ed Decenber 28, 1998, one tape was dated May 18, 1999, and the
third was dated August 27, 1999. These tapes showed that on May
31, 1999, six days after Triunph had received its first grand
jury subpoena, between 9:41 a.m and 1:56 P.M, forty files were
reviewed and then transferred to Triunph’s Boston conputer system
into a directory naned “Spadoni.” The tapes al so showed t hat
certain docunents relating to Park Strategies which were on the
conputer on May 18, 1999, were not on the conputer on May 31,
1999. This corroborated the information that Silvester had
provi ded concerni ng Spadoni’s del etion of docunents.

The agents did not, and could not, fully analyze the
information fromthe back up tapes imedi ately. They needed tine
to digest that information and put it into context with other

i nformati on obtai ned during the investigation, particularly the



informati on provided by Silvester about Spadoni’s alleged plan to
“bl ow out” or purge docunents froma conputer

After the agents conpleted their analysis of this
i nformation, they concluded that the May 31, 1999, transfer of
docunents to the Spadoni directory on Triunph’s Boston conputer
system was probably done to preserve or protect them and that
this transfer was consistent wwth what Silvester had said about
Spadoni’s plan to purge or blow out a conputer.

The tapes and docunents that Triunph produced in response to
t he subpoena did not provide any specific infornmation about the
| apt op conmput er except that as of October, 1999, Spadoni was its
primary user. The agents did not know if the conputer still
exi sted or where it was | ocated.

A laptop conputer is a conpletely self-contained portable
conputer containing a hard disk drive, a keyboard, a screen
i nput/output ports, and a nodem By using input/output ports and
the nodem a conputer user can transfer docunents from one hard
drive to a conputer network in another |ocation over tel ephone
lines.

As far as the agents knew, if the conputer still existed, it
could be in Triunph’s Boston office, its Hartford office,
Spadoni s hone, Spadoni’s car, or the place where Spadoni stayed
when he worked at Triunph's Boston office.

The agents did not seek warrants to search all of those

10



| ocati ons because they were not certain if the |aptop conputer
still existed. |Instead, they opted to go before the grand jury
that was investigating the matter and ask for a subpoena. This
was a reasonabl e deci sion, even though the next session of that
grand jury was not scheduled until April 11, 2000, and even

t hough other grand juries were sitting before that date.

On April 11, 2000, S. A Urso appeared before the grand jury
and requested a forthw th subpoena directing Triunph to produce
the Il aptop conmputer by 4:30 p.m that day. In support of his
request, S.A Uso told the grand jury that a forthw th subpoena
was necessary because a real danger existed that nore evidence,
or even the | aptop conputer itself could be destroyed if Triunph
had advance notice that the governnent wanted to search it. He
based this assertion on the information he and SA Rovelli | earned
fromthe back-up tapes together with the information obtained
fromSilvester about Spadoni’s plan to purge docunents or bl ow
out a conputer in anticipation of additional subpoenas, and the
portable nature of the | aptop conputer itself.

The nature of the exigency that SA Urso believed existed on
April 11, 2000, was, in his words, a “notification kind of
exigency.” SA Urso was concerned that if Triunph or Spadoni were
gi ven advance notice of the governnent’s intent to search the
| apt op conputer, the hard drive could be destroyed and along with

it any evidence it contained pertaining to prior deletions or

11



alterations of docunents, or the conputer itself could be
intentionally “lost” or destroyed.

In other words, because SA Urso had reason to believe that
evi dence had previously been destroyed after a grand jury
subpoena was served on Triunph, he had a reasonabl e belief that
the sanme thing could happen again if advance notice was given.

SA Urso assured the grand jury that the governnent woul d not
open or search the conputer until Triunph had an opportunity to
file a notion, that the | aptop conmputer would be kept in a secure
| ocation in the magistrate judge s chanbers, and that a warrant
woul d be obtained to search it. He also advised the grand jury
t hat because the | aptop conputer was used by an attorney, the
government woul d take steps to ensure that privileged docunents
woul d not be given to the prosecution team

The U.S. Attorney’s Manual authorizes the use of a forthwith
subpoena when an imedi ate response is justified. The facts and
ci rcunst ances known to the governnment on April 11, 2000, support
a finding that exigent circunstances existed and justified an
i mredi at e response.

Based on the totality of the evidence, it is clear that the
government did not intend to obtain the contents of the | aptop
conmput er through use of the forthw th subpoena, but only sought

to preserve its contents while it obtained a warrant.
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1. Service of the Subpoena and Delivery of the Laptop Conmputer

After the grand jury issued the forthw th subpoena, AUSA
Nora Dannehy (“Dannehy”), the AUSA who was in charge of the
i nvestigation, handed it to Tracy Mner, Esq. (“Mner”), one of
Triunph’s attorneys and a nenber of the firmof Mntz, Levin,
Ferris, d ovsky & Popeo, P.C. (“Mntz Levin’). M Mner was at
the federal courthouse in Hartford, Connecticut waiting outside
the grand jury roomw th a Triunph enpl oyee who had been
subpoenaed to testify that day.

As Ms. Mner testified at the suppression hearing, M.
Dannehy told her that soneone from Triunph’s Hartford office
shoul d deliver the | aptop conputer inmediately.

Ms. Mner said that she called Triunph's Hartford office and
| earned that neither Spadoni nor the |aptop conputer were there.
She then call ed Spadoni’s attorney and McCarthy and | earned t hat
the | aptop conputer was at Triunph's Boston office. She asked
Triunph to deliver the | aptop conputer to Mntz Levin' s Boston
of fice.

Ms. Mner said that she asked Ms. Dannehy for additiona
time to conply with the subpoena, and requested that the
government not search the laptop conputer until she had an
opportunity to file an appropriate notion with the court.

Ms. Dannehy denied Ms. Mner’'s request for nore tinme and

instructed her to produce the | aptop conputer by 5:00 p.m that

13



day. Ms. Dannehy did, however, agree that the governnent would
not open or search the |laptop conputer until Ms. Mner had a
chance to file a notion

Ms. Mner is an experienced crimnal defense |lawer. She is
a menber of Mntz Levin, a large Boston law firm and its
crimnal practice group. Her practice is limted to white collar
crimnal defense, and 70% of her work involves federal matters.
She is president of the Massachusetts Association of Crim nal
Def ense Lawers and is a long-tinme nenber of the Massachusetts
District Court’s CJA panel. She has | ectured extensively on
crimnal law issues pertaining to white collar grand jury
i nvesti gations.

Ms. Mner testified that she believed that it would be
contenptuous to not conply with the subpoena and that she did not
have sufficient time or opportunity to consult with her client or
Spadoni’s counsel to discuss what was on the |aptop conputer and
prepare a notion before the 5:00 p.m deadline. She was also
told that the judge who was supervising the grand jury was not
avai | abl e that day.

However, the fact that Ms. Mner delivered the | aptop
conputer and did not file a notion contesting the validity of the
forthwith subpoena was not the result of threats, coercion or
aggressive tactics by the governnent. |ndeed, Ms. Dannehy had

assured her that the governnent would not do anything to the
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| apt op conputer until she had a chance to file a notion.

After the laptop conputer was delivered to Mntz Levin and
before it was delivered to the governnent, John Silva, Esq.
(“Silva”), another nmenber of Mntz Levin’s crimnal defense
practice group, instructed his technol ogy group to make a copy of
the hard drive. It only copied the “MyDocunents” directory, but
in doing so, it booted up the conputer.

Mntz Levin then gave the | aptop conputer to a courier
service to deliver to Hartford.

At 4:30 p.m S. A Uso advised the grand jury that the
| apt op conputer had been | ocated at Triunph’s Boston office and
was being driven to Hartford by a courier.

The courier service delivered the |l aptop conputer to S. A
Urso at approximately 4:45 p.m S A Uso imediately delivered
it to the magistrate judge’ s chanbers.

Two days later, on April 13, 2000, Ms. M ner spoke to M.
Dannehy to di scuss how Triunph intended to proceed. M. Mner’s
notes indicate that Ms. Dannehy asked her if she intended to file
a notion to quash the subpoena and that Ms. M ner responded that
“if she had sonething to file, she would file it.”

During the eight days between the tine the forthwith
subpoena was served and the comencenent of the search, Triunph
did not file a notion to quash the subpoena, a notion for rel ease

of property or otherw se challenge the scope or propriety of the
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forthwith subpoena. The fact that no such notion was filed was a
voluntary, tactical decision on the part of Triunph and its
conpetent, experienced counsel, and was not the result of
coercion, prom ses or m sleading conduct by the governnent.

The totality of the circunstances support a finding that the
def endants’ conpliance with the forthwi th subpoena was vol untary,
not coer ced.

[11. The Search \Warrant

On April 13, 2000, the magistrate judge issued a warrant to
search and seize the | aptop conputer

The warrant consisted of the application, the affidavit of
SA Urso, and attachnents A, B, C and D, the provisions of which
were inplicitly or explicitly incorporated into and made a part
of the warrant.

The warrant authorized the agent to search and seize
evidence relating to the crinmes of conspiracy, bribery concerning
prograns receiving federal funds, nmail and wire fraud/theft of
honest services, and obstruction of justice.

A. Property to be Searched and Sei zed

Attachnent A to the warrant described the property to be
searched as the |aptop conputer. The warrant did not limt the
search to any particular area of the hard drive, or to any
specific files or directories.

Attachnent B to the warrant, entitled “List of Property to

16



be Searched and Sei zed”, identified the follow ng property:

“1l. Conmputer logs and file records on the storage nedi a of
the |l aptop conputer’s hard drive, including tine and date or
records associated wth individual files which can indicate
del etion or destruction of individual files on the storage
media of [the |laptop conputer’s] hard drive or a deletion
and restoration of the entire file systemon the storage
media, at a particular tine[;]”

“2. Conputerized records of a contract wwth a type witten
date of May 1, 1998, between Lisa Thiesfield, acting through
LAT, LLC and Triunph Capital, including all conputer
generated information relating to the creation, nodification
and/ or deletion of the contract;”

“3. Conputerized records of a contract wwth a type witten
date of January 15, 1999 between Lisa Thiesfield, acting

t hrough LAT, LLC and Triunph Capital, including all conputer
generated information relating to the creation, nodification
and/ or deletion of the contract;”

“4. Conputerized records of a contract with typewitten
date of January 15, 1999, between Christopher Stack, acting
t hrough KCATS, LLC and Triunph Capital, including al
conputer generated information relating to the creation,
nodi fication and/or deletion of the contract;”

“5. Conputerized records relating to contracts between
Triunph Capital and Benjam n “Ben” Andrews, Triunph Capital
and Park Strategies and/or Benjam n “Ben” Andrews and Park
Strategies, including all conputer generated information
relating to the creation, nodification and/or deletion of
contracts between Triunph Capital and Benjam n *Ben”
Andrews, Triunph Capital and Park Strategies and/or Benjamn
“Ben” Andrews and Park Strategies.”

B. Facts Establishing Probabl e Cause

The Affidavit of S.A Wso that was submtted in support of

the warrant set forth, inter alia, the followng facts to

establi sh probabl e cause for the search of the | aptop conputer’s
hard di sk drive:

One of Silvester’s pension fund investnents under

17



investigation was a $200 mllion investnent on approxi mately
Novenber 12, 1998, with Triunph CT-11, a Triunph-related fund

The | aptop conmputer woul d be searched for evidence of
del etion of conputer files and the creation, nodification and/or
del etion of contracts between Triunph and Thiesfield s conpany,
LAT, LLC, Triunph and Stack’s conmpany, KCATS, LLC, and contracts
bet ween Triunph and Park Strategies, Triunph and Benjam n *Ben”
Andrews and/or Benjam n “Ben” Andrews and Park Strategies.

Silvester pleaded guilty to RICO and noney | aundering on
Septenber 23, 1999. At his guilty plea, he admtted that between
March, 1997, and January 6, 1999, he breached his fiduciary
responsibilities and corrupted the investnent process by
soliciting and accepting bribes and rewards for hinmself and
others in return for making i nvestnents with certain private
equity funds, including Triunph.

Silvester and Stack were cooperating in the ongoing
i nvestigation. Stack had been granted testinonial immunity.

On Novenber 11, 1998, Silvester signed the closing docunents
for an investnment of $200 mllion of Connecticut pension funds
with Triunph CT-11. Silvester admtted that in return for the
i nvestnment he asked Triunph to enter into consulting contracts
with Stack and Thiesfield and that they had agreed to “kickback”
to hima portion of the fees paid under the contracts, and that

McCarthy and Spadoni agreed to enter into contracts with Stack
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and Thiesfield. Both of their contracts were dated January 15,
1999, were not success based or connected to a particular fund
and provided for the paynment of a $1 million fee over three
years. However, Stack advised that he signed his contract
earlier on Novenber 11, 1998, the sane day Silvester signed the
papers investing $200 mllion in Triunph CT-11, that Silvester
arranged for the contract, that he did no work under the contract
and that Silvester expected himto kickback a portion of the fees
he received from Triunph. Stack had given a copy of his contract
with Triunph to the governnent.

On May 25, 1999, the grand jury served a subpoena on Triunph
CT-11 for all docunents related to the Connecticut pension fund
investnment. Triunph did not produce the Thiesfield/ Stack
contracts in response to that subpoena. On July 13, 1999, the
grand jury served another subpoena on Triunph requesting
docunents relating to contracts and/ or agreenents between Triunph
and Stack and Triunph and Thiesfield. |In response, Triunph
produced a contract between Triunph and LAT, LLC dated May 1,
1998. The contract provided for a $25,000 paynent to Thiesfield
for services to Triunph in connection wth the Mashant ucket
Pequot Tri be. The Mashantucket Pequot Tri be, however, never made
an investnment with Triunph. Silvester stated that the contract
was a neans to pay Thiesfield to work as his canpai gn manager in

1998. Triunph al so produced two contracts dated January 15,
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1999, between Triunph and LAT, LLC and Triunph and KCATS, LLC.

Silvester stated that a few days after Triunph received its
first grand jury subpoena, he had a conversation wth Spadoni.
Spadoni told himthat Triunph had not provided the Thiesfield and
Stack contracts because it did not believe they were responsive.
Spadoni al so stated that Triunph's | awer said that nore
subpoenas were likely and that docunents that m ght be
incrimnating and that had no busi ness purpose shoul d be purged.
Silvester further stated that either he or soneone from Triunph
had purchased a software programto “purge” or “blow out” the
conputer. Silvester did not know the conputer Spadoni was
referring to or whet her Spadoni or soneone el se had actually
purged the conputer.

According to Silvester, Spadoni did not specifically nention
that the Thiesfield and Stack contracts had been del eted or
purged, but he specifically nentioned that contracts showi ng a
rel ati onshi p between or anong Triunph, Andrews and Park
Strategi es had been deleted. As part of his guilty plea,
Silvester admtted that he invested $50 mllion in a Caryle Asia
fund in return for his job at Park Strategies.

Silvester stated that while he was enpl oyed at Park
Strategies, he wanted Triunph to hire Park Strategies. But,
because McCarthy did not want to hire Silvester directly,

Sil vester suggested that Triunph enter a contract w th Andrews
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who could then enter contracts with Park Strategies and
Silvester.

On Decenber 29, 1999, the grand jury served anot her subpoena
on Triunph seeking back-up tapes for its server and/or any other
conputers or conputer systens used by any enpl oyee of Triunph,
and records relating to Triunph’s network configuration. 1In
response to the subpoena, Triunph produced back-up tapes and a
docunent that showed Spadoni used a Triunph-owned | aptop
conput er .

A CART agent reviewed the back-up tapes. He discovered that
the Stack and Thiesfield contracts were not on the back-up tapes
from Triunph’s Boston office dated Decenber 28, 1998, May 18,
1999, and August 27, 1999. He also discovered that a contract
between Park Strategies and a firmnanmed Enpire Ofice, Inc. was
on the May 18, 1999, back-up tape, but was not on the August 27,
1999, back-up tape. The CART agent was not able to determ ne how
or when it was taken off the system

The August 27, 1999, back-up tape showed that between 9:41
a.m and 1:56 p.m on Menorial Day, May 31, 1999, six days after
Triunph received its first grand jury subpoena, a substanti al
nunber of docunents were transferred from an unknown conputer to
Triunph’s Boston conputer systeminto a directory naned
“Spadoni .” The agent believed that this transfer was consi stent

with Silvester’s information that Spadoni was planning to “bl ow
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out” a conputer and that he noved the docunents he wanted to
save.

C. | nformati on Pertaining to the Scope of the Search

The affidavit in support of the warrant provided the
followng information pertaining to the scope of the requested
sear ch:

The | aptop conputer could store the equival ent of thousands
of pages of information.

Dat a- search protocols were exacting scientific procedures
that were designed to protect the integrity of the evidence and
to recover hidden, erased, conpressed, password-protected or
encrypted files.

To properly, conpletely and accurately retrieve and anal yze
all of the data on the conputer and to prevent the |oss or
overwiting of data frominadvertent or intentional nodification
or destruction (both fromexternal sources or from destructive
codes inbedded in the systemas a “booby trap”) the search should
be conducted in a properly controlled, off-site | aboratory.

Exam nation of the evidence could take weeks or nonths.

The search and sei zure woul d be conducted in accordance with
the United States Attorney’s Ofice Instructions to Agents and
Instructions to Attorney which were set forth in Attachnents C

and D and nade part of the warrant.
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D. Procedures To Protect Privileged Communi cati ons

Because the | aptop conputer was used by a | awer, the
warrant contai ned a search nethodol ogy and procedures governing
the review of seized data to ensure that no attorney-client
privileged communi cati ons woul d be inadvertently seen or revi ewed
by the prosecution team

The magi strate judge approved and aut horized those
procedures, which were set forth in Attachnment D. This
attachnment provided that a supervising AUSA, who was not a nenber
of the prosecution team and was not participating in the search
woul d act as a “taint teani to set up a “Chinese Wall” between
t he evidence and the prosecution teamthat woul d prevent any
privileged material fromgetting through

The use of a taint teamis a proper, fair and acceptable
met hod of protecting privileged communi cati ons when a search
i nvol ves property of an attorney.?

Attachment D instructed the taint teamto be available to
t he agent conducting the search and to review all docunents to be
seized to determine if they contained any privileged information.
It provided that: (1) docunents covered by the attorney-client
privilege would not be seized; (2) docunents which were arguably

privileged or which were privileged but could fall within an

*The procedures set forth in Attachnent D conformto the
U.S. Departnent of Justice’s policy on searching the prem ses of
attorneys. See US DQJ Cuidelines issued Cctober 11, 1995,
reprinted in 58 Cim L. Rep. (BNA) 2007 (Nov. 1, 1995).
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exception to the privilege, would be sealed and delivered to a
United States Magi strate Judge; (3) docunents which were not
privileged were to be separately seal ed and delivered to the
magi strate judge; (4) if the magistrate judge determi ned that a
sei zed docunent was not privileged, it would be turned over to
the agents and the prosecution team

The taint team procedures set out in Attachnent D were filed
under seal and were not served on defendants.

E. Service of the Warrant and Attachnents

On April 13, 2000, Ms. Dannehy informed Ms. Mner that the
governnment had obtained a warrant to search the |aptop conputer
and provided her with a copy of the warrant. M. Dannehy did not
give Ms. Mner a copy of Attachment C, Attachnent D or the
Affidavit because they were under seal.

The Application, Affidavit and Attachnents C and D were
provided to the defendants on Cctober 24, 2000, after the
i ndi ctment was returned and the docunents were unseal ed.

| V. Agreed-Upon Procedures to Protect Privileged Mteri al

On April 13, 2000, the day the warrant was served, M.
Dannehy advised Ms. Mner that a taint teamwould conduct the
search to insure that privileged docunents woul d not be
i nadvertently turned over to the prosecution team M. Dannehy
did not describe the precise procedures set out in Attachnment D

because it was seal ed.
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Ms. M ner understood Ms. Dannehy’s expl anation of the taint
team procedures to nean that a Chinese Wall would be created to
prevent any privileged material on the | aptop conmputer from being
di scl osed or reviewed by the prosecution team before Triunph
could assert a claimof privilege. Despite her testinony to the
contrary, Triunph' s counsel, a conpetent and experienced crim na
defense attorney, could not have reasonably believed that no
procedures were in place to prevent privileged materials from
bei ng revi ewed, seized or given to the prosecution team before a
privilege claimcould be asserted and deci ded.

Ms. Dannehy told Ms. M ner that the governnent woul d not
comence the search of the laptop conputer until Triunph had an
opportunity to file a notion regarding its exam nation and
procedures to protect attorney-client privileged material.

On April 14, 2000, Triunph's counsel filed a notion to
precl ude the governnment fromreviewi ng or copying attorney-client
privileged materials in the course of executing the search. The
noti on requested the court inplenment various procedures to
protect privileged material.

On April 17, 2000, Ms. Dannehy and M. Silva discussed the
issues raised in the April 14, 2000, notion in an attenpt to
reach an agreenent on procedures that would protect privileged
mat eri al .

M. Silva testified that during his conversation with M.
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Dannehy, he believed that the governnent would only search the
“MyDocunents” directory on the | aptop conputer. There is no

evi dence that Ms. Dannehy knew that M. Silva was operating under
t hat erroneous assunption or that she did anything to create or
foster it. In fact, M. Silva admtted during the hearing that
Ms. Dannehy was unwilling to limt the search to that one
directory. Mreover, M. Dannehy could not have msled M. Silva
because the governnent had not even opened the | aptop conputer
and was therefore conpletely unaware of its contents.

M. Silva and Ms. Dannehy reached an agreenent on the
procedures that would be foll owed during the search to protect
privileged material. The agreenent, as nenorialized in a letter
dated April 18, 2000 (the “letter agreenent”), contained
different procedures than those contained in Attachnment D
According to the letter agreenment, “[i]f the [CART agent] seeks
to review any docunent(s) currently on the hard drive and
contained in either the directory | abeled “Triunph” or
“Enpl oyment”, he will first provide [Triunph’s counsel] with the
name of the docunent(s) or, if necessary, a copy of the
docunent (s) on a conputer disc; [i]f Triunph clains that the
docunent (s) should not be disclosed because of the
attorney/client privilege, the CART Agent will copy the
docunent (s), w thout opening it, to a disc and file the disc with

the court[;] Triunph[] wll then file the appropriate notion
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seeking an in canera review. . . and wll sinultaneously
provi de the CART Agent and the AUSA with a privilege | og which
sets forth the author, the recipient(s), the date and the general
nature of the docunent(s); the governnment will have the
opportunity to brief the Court on its position prior to the
Court’s determ nation as to whether the docunment(s) is protected
by the attorney/client privilege.”

Based on this agreed-to procedure, Triunph said that its
notion to preclude could be denied as noot.

Al though M. Silva testified that he would not have agreed
to wthdraw the notion to preclude if he had realized that the
governnment intended to search the entire hard drive, his
erroneous belief as to the scope of the search was not caused by
any action or inaction of the governnment and is not supported by
a reasonabl e reading of the warrant. The warrant does not limt
or even suggest that the search would be limted to any
particular directory, subdirectories or files. To the contrary,
it specifically states that the entire hard drive would be
searched. Further, there is no nerit to the defendants’ claim
that the procedures were inadequate and they were not harnmed or
prejudiced in any way by the agreed-upon procedures, which
actually provided greater protection to the defendants by giving
their counsel a role in the screening process. Mreover, Triunph

was given an opportunity to review and raise a privilege claim
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for all docunents and material, not just the docunents in the
“Triunph” and “Enpl oynent” subdirectories, before any of it was
given to the prosecution team

V. The Taint Team

The taint team was conprised of AUSA Mark Califano
(“Califano”). SA Rovelli, the CART Agent who conducted the
search of the hard drive, was not a nenber of the taint team

On April 24, 2000, M. Califano notified M. Silva by
t el ephone that SA Rovelli wanted to review six docunents fromthe
two subdirectories that were specified in the letter agreenent.
That sanme day, M. Silva received a letter wwth a list of the
docunents SA Rovelli sought to review along wth a disk
contai ni ng copi es of the docunents.

The docunent entitled “Tri-Conn M nutes Advisory” was not on
the list of docunments that SA Rovelli wanted to review, nor was
it on the disk. There is no evidence that SA Rovelli, M.
Califano or any nenber of the prosecution teamrevi ewed that
docunent .

On April 24, 2000, M. Califano al so spoke to Ms. M ner
about the list of docunents that SA Rovelli wanted to review.

M. Califano had not received a copy of the list of docunments and
was | ooking for the nanmes of the docunents.

Ms. Mner’s handwitten notes of that conversation contain a

vague reference to “Tri Conn - Mnutes Advisory Conm” The “Tri -
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Conn M nutes Advisory Comm” docunment was not on the list of
docunents produced by the taint team nor was it on the disk
contai ning the docunents submtted for defendants’ review

After M. Silva reviewed the six docunents produced by the
taint team he notified M. Califano that Triunph was asserting a
privilege claimfor one docunent entitled “All Hands
Meet i ng. doc”.

Al t hough the letter agreenent specifically pertained only to
material in the “Triunph” and “Enpl oynent” subdirectories, on My
24, 2000, M. Califano gave Triunph' s counsel 1,292 pages of
printed material, including data fromfree and sl ack space and a
conpact disc (“CD’) containing 23 active files, including 18
docunent files and 5 Mcrosoft Qutlook files (4 .pst files and
one .pab file), 39 recovered del eted docunents, 6 recovered
deleted link files and a listing of active link files. He
advi sed the defendants that SA Rovelli intended to search and/or
sei ze this data.

M. Califano asked defendants’ counsel to raise any
privilege claimfor this material by May 31, 2000. He further
advi sed that “all seized docunents and data for which no cl ai m of
privilege is raised by that date will be turned over to the
[ prosecution tean].”

M. Califano al so advi sed defendants’ counsel that the

governnent intended to use as evidence other software properties,
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directory structures, file attributes and file links fromthe
| aptop hard drive.

M. Silva testified that after he received this letter he
realized that the scope of the search went beyond the “Triunph”
and “Enpl oynment” subdirectories. But even with this know edge he
took no action to question or limt the search and sei zure.

On June 1, 2000, hard copies of all seized docunents,
including the identified active files, free and sl ack space, and
recovered deleted files, but not the docunents for which Triunph
asserted a privilege claim were turned over to the prosecution
team The prosecution teamwas not given a copy of the CD that
was given to Triunph’s counsel on May 24, 2000.

VI . Executi on of the Search Warrant

SA Rovel | i executed the warrant.

SA Rovel li began his forensic exam nation of the | aptop
conputer’s hard disk drive (“hard drive”)* on April 19, 2000,
after reading the warrant, the attachnents, the affidavit and the
April 18, 2000, letter agreenent pertaining to privileged

material, and discussing the investigation with SA Urso and Ms.

‘A hard drive is the primary neans of data storage on a
personal conputer. |Its surface is divided into concentric
circles that are further divided into sectors. A group of
sectors is called a cluster. A cluster is the m ninmum anount of
space a file can occupy, regardless of the size of the file. The
conputer’s operating system assigns a nunber to each cluster and
keeps track of which clusters a file occupies. Occupied clusters
are called “allocated.” Clusters that are avail able for use
(even if they contain data fromprevious files) are unall ocated
or free.
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Dannehy so that he understood the nature of the search and what
he was to | ook for under the warrant.

The net hodol ogy SA Rovelli used to search the hard drive was
consistent wth the nmethodol ogy that a well-trai ned CART agent
woul d use. The evidence establishes that SA Rovelli acted in
good faith and conducted an extensive, careful and thorough
exam nation of the entire hard drive and attenpted to stay
within, as far as practicabl e and possi bl e under the
circunst ances, the nethodology and limts set out in the warrant.
SA Rovelli had a reasonable, |ogical and credible explanation for
the vast majority of docunments and data he seized, scanned or
reviewed wthout seizing, even for the data and docunents that
did not fall wthin the scope of the warrant.

SA Rovelli is a well-trained, experienced CART agent. He
testified at length as to the steps he took to thoroughly search
the hard drive, explained his search strategy and net hodol ogy,
and gave specific reasons why he seized docunents and data. His
testi mony showed that he understood the crimnal conduct alleged
and the rationale for the search as explained in the warrant. He
described a careful, informed and deliberate search. His
testimony was credi ble, candid and conprehensi ve.

To search for the evidence listed on Attachnent B, SA

Rovelli had to review and exani ne the entire hard drive,
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including active files,® free space,® sl ack space, ’ recovered

deleted files,® directory structures,® link files, file

A file is made up of a whole nunber of clusters that are
not necessarily contiguous. Wen a conputer user creates a file
to be saved, the conputer’s “file allocation table” (“FAT")
assigns or allocates a cluster or clusters to store that file.
The clusters are not necessarily contiguous because the FAT
assigns data to whatever available clusters it finds on the hard
drive. Saved files that occupy allocated clusters are called
“active files.”

The FAT is simlar to a road map or a table of contents.
The conputer’s operating systemuses the FAT to track the
specific cluster or clusters that are allocated to each active
file and the clusters that are free, or avail able for storage of
new data. Wen a docunent or data is stored in an active file,

t he FAT assigns a nunber to each cluster that is allocated to

t hat docunment or file. \Wlen the user opens that docunent or
file, the FAT tells the operating systemthe nunbers of the
clusters that contain, or store the docunent or file and gathers
the clusters into one contiguous file that the user can open.

® Unal | ocated” or “free space” is conprised of clusters that
are avail able for storage of active files. Free space may
contain remnants of, or entire files that were previously
del et ed.

gl ack space” is the unused space at the |ogical end of an
active file's data and the physical end of the cluster or
clusters that are assigned to an active file.

Del eted data, or remmants of deleted data can be found in
the slack space at the end of an active file and may consi st of
relatively small, non-contiguous and unrel ated fragnents that may
have cone from any nunber of previously deleted files. A norma
conput er user does not see slack space when he opens an active
file. Forensic tools are required to extract and view sl ack
space.

%Deleted files” are part of the free space. Wen a user
deletes a file, the data in the file is not erased, but renains
intact in the cluster or clusters where it was stored until the
operating system pl aces other data over it. Wwen afileis
del eted, the conputer’s operating systemtells the FAT to rel ease
the clusters that were assigned to it so that the clusters can be
used to store new files and data. To indicate that a file has
been del eted, the operating systemalters the first character of
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attributes, software prograns and properties, inage files! such
as internet cache files'? and tenporary directories.

The | aptop conputer remained in the magi strate judge’s

the file’s nanme in the directory structure.

The data in a deleted file remains in a cluster’s slack
space until it is overwitten by new data. Unless there is
sufficient data in a new docunent or file to overwite all of the
deleted data in the cluster, the cluster will contain remants of
formerly deleted data in the cluster’s “slack space”--the space
bet ween the end of the new data and the end of the cluster. Wen
all the clusters of a deleted file remain unused by the
conputer’s operating system it is possible to recover the
deleted file inits entirety. Portions of deleted files may be
recovered even if portions of the clusters the file occupied are
bei ng used by new fil es.

°A hard drive is divided into several |ogical drives, i.e.,
C\, D\, E\. These drives are further divided into
directories. The directories contain the user’s files and
folders. A directory listing contains the nane, size,
nodi fication tinme and starting cluster of each of its files or
subdirectories. The termdirectory structure neans a |list or
inventory of files on the hard drive.

“)1ink files” are directory entries that contain binary
i nformati on such as the path or route to the naned file or
docunent as well as the file's creation tinme and date, the date
and tinme the file was | ast accessed, the date and tine the file
was |last witten to or nodified, and the size of the file. The
text of alink fileis in ASCIlI characters. By clicking on a
link, the user can usually open the naned file.

YAn “image file” refers to the format of any file that
contains basically a picture of data or text such as a fax or a
scanned docunent. An inmage file is not susceptible to a keyword
search and cannot be witten to, but with certain software, it
can be viewed and printed.

“Internet cache files hold the contents of web sites that
the conputer has visited. These files are usually saved with a
“.jpeg” or “.jpg” extension to the file name. They can contain
imges as well as text. They are not susceptible to keyword
sear ches.
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custody until SA Rovelli began the search and until then, the
government did not have access to it. The warrant was drafted
wi t hout any know edge of its contents and did not, and was not
intended to, limt the search to any specific areas of the hard
drive. In addition, the warrant did not limt the search to only
docunents created by Spadoni.

The storage capacity of the hard drive is 1.6 GB or
approxi mately 453,000 pages of text. The hard drive actually
contai ned approximately 1 GB, or 250,000 pages of data, including
18, 768 active files and 1,800 recovered deleted files.

SA Rovelli actually seized only a snmall fraction of the
data, docunents and information that was contained on the hard

drive.® The material he seized included, inter alia, the

foll ow ng evidence that the government intends to use at trial
evi dence that documents called “LAT Contract.doc” and “ Stack

Contract.doc” existed as early as Novenber 10, 1998; evi dence
that a directory entitled “Silvester” and docunents contai ned
therein were deleted after May 31, 1999; evidence that a draft

contract between Ben Andrews’ s conpany, Capital Marketing

BSpecifically, SA Rovelli seized the followi ng data: data
fromactive files, deleted files, free space and sl ack space that
was provided in hard copy to the defendants’ counsel on May 24,
2000; data on the May 11, 2000, CD that was provided to the

def endants’ counsel, including the active and deleted files that
were al so provided in hard copy, four .pst files, one .pab file
and all link files; all directory structures, software prograns

i ncluding Destroy-it, Mcrosoft Wrd, Mcrosoft Qutl ook, C ean
Sweep, user configurations and registration in the operating
system
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| nvest nent Corp., and Triunph was del eted; evidence show ng that
docunents froma directory entitled “Andrews” were del et ed;

evi dence showi ng that docunents fromthe | aptop conputer were
transferred to Triunph’s network on May 31, 1999; evidence that a
software program call ed Destroy-it'* had been installed on the
hard drive on June 21, 1999, and was used on a “LAT.LLC
directory and the docunents it contai ned.

The defendants do not seek to suppress any of this or any
ot her specific evidence, nor do they identify any particul ar
docunents or data that should be suppressed as beyond the scope
of the warrant. Rather, they seek bl anket suppression of al
data and docunents sei zed, even evidence that is clearly within
the scope of the warrant as well as innocuous docunents and data
that the governnent does not intend to introduce at trial. They
cl ai mthat bl anket suppression is required because the anount of
evi dence seized and the manner in which the search was executed
was not reasonable and viol ated the defendants’ Fourth Amendnent
rights.

Conmput er searches, especially those seeking evidence of
del etion, are technical and conplex and cannot be limted to
preci se, specific steps or only one perm ssible nethod.

Directories and files can be encrypted, hidden or m sl eadingly

“Destroy-it is a programthat is used to pernmanently delete
or overwite files and the data associated with them including
directory data. It can also be used to “w pe” free and sl ack
space and files in the recycle bin.
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titled, stored in unusual formats, and conm ngled with unrel ated
and i nnocuous files that have no relation to the crines under
investigation. Descriptive file names or file extensions such as
“.]jpg” cannot be relied on to determne the type of file because
a conputer user can save a file with any nane or extension he
chooses. Thus, a person who wanted to hide textual data could
save it in a manner that indicated it was a graphics or inmage
file. For these reasons and as a practical nmatter, SA Rovelli
acted reasonably and within the scope of the warrant by openi ng,
screening and manual ly reviewing data and files in all areas of
the hard drive, including inmage files.

There is no evidence that SA Rovelli was instructed to | ook
for docunents without regard to the warrant.

The warrant provided SA Rovelli with reasonable flexibility
and aut horized a thorough search of the prograns, directories,
active files and deleted data that nost |ikely contai ned evidence
and information relating to the alleged crines and contracts
under investigation. The warrant permtted himto conduct the
search by file nanes, keywords, file dates and other indicia of
rel evance. It also permtted himto nmanually review directories,
prograns, and files that were not |abeled or |abeled in a way
that did not indicate who was associated with themto determ ne
if they pertained to the nanes or transactions listed in the

war r ant .

36



SA Rovelli acted as a reasonably well-trained conputer
expert by construing the term*“file records” in paragraph one of
Attachnment B as including the text or content of a file, not just
information related to a file such as creation date, tine,
properties, size, |last accessed date or directory information.
Construing the term*“file records” to nean only information about
a file and not the text or content of a file would require a
cranped and hypertechnical reading of the warrant.

The warrant authorized SA Rovelli, and SA Rovelli reasonably
understood it as authorizing him to take nore than ten days to
search the hard drive. As a practical matter, SA Rovelli could
not have conpl eted a thorough search of the hard drive for the
evidence listed in Attachnent B in just ten days. Rather, as the
warrant states, because of the |large anount of data that could be
contained on the laptop, the fact that data could be m sl abel ed,
encrypted, stored in hidden directories or enbedded in slack
space, and the overall conplexity of the requested search, the
search required an extensive analysis that could take weeks or
nont hs.

A. Restoration of the Hard Drive

SA Rovelli commenced his search of the hard drive on Apri
19, 2000. He first used a programcall ed SafeBack to create an
identical copy, or “mrror inmge” of the data on the hard drive.

SA Rovelli did not boot up the conmputer before making the mrror
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i mge because doing so could have altered the data on the hard
drive.

Making a mrror image of the hard drive is central to the
exam nation process and is a routine, technical step taken by
wel | -trained CART agents. It is done to maintain the integrity
and security of the original evidence. A mrror imge is an
exact duplicate of the entire hard drive, and includes all the
scattered clusters of the active and deleted files and the sl ack
and free space. Having such a mrror inmage of the hard drive
al so allows the exam ner to reconstruct the steps of his
exam nation at a later tine.

Once SA Rovelli nmade the mirror image, he never went back to
the original hard drive or the laptop conputer itself. He nade
only one mrror imge. He saved the mrror inmage to a nmagneto
optical disk (“MJ). It is a reasonable and routine procedure
for a conputer exam ner to save or back up the mrror inmage to
anot her nmedi um such as an MO for exam nation purposes. The fact
that he created an MO does not nean that he seized the entire
hard drive.

During his forensic exam nation, SA Rovelli restored the
mrror imge approximtely four to six times. He did this so
t hat he woul d have clean copies of the mrror inmage on which he
coul d perform searches and to conduct tests, including

“destructive” tests that could alter the original inmge. Also,
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because an MO has a wite-protect safeguard, the data it contains
cannot be nodified or altered during the review process. A
mrror imge does not have such a feature. SA Rovelli believed

t hat conducting the search on M>s was the best and nost accurate
met hod and woul d not conprom se the original inmage.

SA Rovelli did not violate the warrant or act unreasonably
by not running the SafeBack audit | og when he nade the mrror
image of the hard drive. SA Rovelli nade handwitten notes of
the i magi ng process and they contain the sane rel evant
information that would be found on an audit |og, including when
the i mage was nade and other steps in the restoration process.
This is consistent with what a reasonably well|l trained CART Agent
woul d have done in the circunstances.

Reasonably wel |l trained CART agents are not required to keep
detailed, m nute-by-mnute records of every step they take during
a search and SA Rovelli acted reasonably in not keeping such
records. The M> and CDs which SA Rovelli created, along with
his handwitten notes, hard copies of docunments and data, and
print outs constitute an adequate record and i nventory as
required by the warrant, and sufficiently identify nost of the
steps he took in his exam nati on.

_____B. The M3s
On April 20, 2000, SA Rovelli copied all the active files,

all the recovered deleted files and directory structure
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information to an MO

On April 21, 2000, SA Rovelli extracted the free and sl ack
space and divided the data into active files which he created and
named “slack.txt” and “free.txt” and stored this on another MO
He created these files because the programhe intended to use to
search the data could only search active files. This also
enabl ed SA Rovelli to search surrounding clusters of slack space
wi t hout having to view the active files associated with such
sl ack space. After these prelimnary steps, SA Rovelli used a
special forensic software programto filter the free and sl ack
space to renove characters that could not be accurately searched
by keywords with the program he intended to use. He also saved
this filtered free and sl ack space on an MO, Contrary to the
defendants’ claim the steps SA Rovelli took to extract the free
and sl ack space did not violate the terns of the warrant even
t hough the files he created were “artificial.” The steps he took
were consistent with those of a reasonably well-trained CART
agent. Using MXs provided greater protection against alteration
of data during a search and mnim zed the intrusiveness of a
search. Because SA Rovelli was follow ng established protocol
he did not need the approval of the magistrate judge to copy data
to Ms. There is no evidence that he had any i nproper purpose in
doing so or that he did so because there would be no record of

the files he opened or viewed.
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C. The CDs

During the course of his exam nation, SA Rovelli created two

One CD contained 23 active files, consisting of 18 docunent
files and 5 Mcrosoft Qutl ook files (consisting of 4 .pst files
and 1 .pab file), a listing of recent link files fromthree
directories, and recovered deleted files. SA Rovelli put all the
link files on this CD because he did not then have the software
he needed to view the contents of these files.

SA Rovelli produced this CD to the defendants on May 24,
2000. The prosecution teamwas not given a copy of this CD

SA Rovelli created another CD on July 18, 2001. This CD was
given to defendants on July 20, 2001, as part of the governnent’s
di scovery. The CD contained lists of keywords, an active file

called “csdrvmap”, '® results of keyword searches on active files,

M crosoft Qutlook is a personal information managenent and
comrmuni cations software programthat assists users wth e-nai
and schedul es. The proprietary nature of the file prevents
exam nation of individual entries, such as journal entries, and
t he use of keywords for searched. Thus an exam ner nust process
the entire file and convert it to a format that can be processed.
when a user creates nessages, appointnments, tasks and journal
entries, the program saves the information in binary format in
data files called personal folders wwth a “.pst” file extension.
A .pab file extension is used to indicate a Mcrosoft Qutl ook
personal address book.

°A “csdrvmap.dat” file is created when a software program
called Clean Sweep is run on a conputer. Clean Sweep is a
software utility that cleans unwanted prograns and duplicate
files froma hard drive and nonitors system changes such as the
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deleted files and filtered free and sl ack space, all extracted
deleted files and directory structure information. This CD was
al so not given to the prosecution team

By putting all of this data, including all of the link
files, the extracted free and sl ack space, and the .pab and . pst
files on the CDs and/or |abeling the CDs “seized files”, SA
Rovel l'i did not intend to signify that he searched and/or seized
that data pursuant to the warrant. Rather, he put the files and
data on the CDs to give the defendants’ counsel a record of what
he intended to review so that they could assert a privilege
claim to nake it easier to access the information and to
maintain the integrity of the files and evidence. He did not
need the approval of the magistrate judge to do so.

D. Use of Keywords

SA Rovelli acted as a reasonably well trained CART agent and
in good faith in not limting his search nethodol ogy to just
keywor ds.

The warrant provided that the searching agent would “nake
every effort to review the text or content of only those

prograns, directories, files and material” that responded to

addition and del etion of prograns. The csrdvmap.dat file
contains information about the files and data on the system It
is basically a picture of the hard drive, including the prograns
and files that it contained at the tinme the programwas run, and
other information such as the date each docunent was last witten
to, nodified or accessed.
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keywords. But this |anguage did not authorize keywords as the
excl usi ve nethod of conducting the search, prohibit other search
met hods or limt manual review to only data that responded to
keywor ds.

In fact, because of the limtations of keyword searches, the
war rant aut hori zed searches based on file nanes, file dates or
other indicia of relevance and a manual review when necessary.

Keyword searches are |imted because they are literal and
search only for an exact sequence of characters. Thus, they do
not pick up variations or m sspellings of words or nanes.

Keyword searches are also |limted because they cannot be
conducted on all files, such as image files that contain scanned
docunents or faxes.

Searching deleted files and free and sl ack space using
keywords can be particularly problematic because when a file is
deleted, its name is altered by the FAT thereby rendering it
unresponsive to a keyword search. 1In addition, a keyword search
may | ocate a portion of a deleted file, but not other portions of
the file unless they also contain keywords.

Keyword searches al so do not work on files that are in
bi nary format such as “.pst” files that store data used by
M crosoft Qutlook. Such files can be searched with keywords only
if they are opened in the Mcrosoft Qutl ook program and the

programis internal find function is used.

43



Keyword searches will not uncover link files that point to
files that contain keywords unless the title of the file contains
a keyword.

Keyword searches do not work on docunents that are prepared
in unicode rather than ASCII unless the non-ASCI| characters are
first filtered out.

The warrant gave the searching agent latitude to form
keyword searches fromthe contracts between Triunph and
Thiesfield and Triunph and Stack and to specifically use the
terms Park Strategies, Benjam n Andrews and/or Ben Andrews. But
this specification did not mean that these ternms were unalterable
or were the only “authorized” or exclusive ternms that could be
used to the exclusion of all other relevant terns or variations
of nanes and terns.

SA Rovel li reasonably and appropriately forned twenty-five
keywords fromthe contracts, nanes and information contained in
the contracts and the affidavit.

Hs first two lists of keywords did not contain the term
“mnutes.” The word “m nutes” was added to the list after SA
Rovel i searched the slack space using the keyword “Thiesfield”
and found a string that read “My Docunent s\ Consul tant Contract -
lisa thiesfield.dococ-V.dococ Ltr.docsultant
Contract. docunent.doc M nutes.docs\”. Because this string

contai ned the words “Thiesfield” and “Consultant Contract” in



close proximty to the word “M nutes” and did not have a separate
directory path, SA Rovelli reasonably and in good faith believed
that “m nutes” was an appropriate word to add to his list of
keywor ds.

SA Rovelli’s explanation of why he added “m nutes” to his
list of keywords is |ogical and consistent with what a reasonably
wel | trained CART agent would have done. There is no evidence
that he was inproperly instructed by anyone to add the word
“mnutes” to his list of keywords or that he acted in bad faith
in doing so. Using mnutes as a keyword did not constitute
flagrant disregard of the warrant, even if it produced nunerous
irrelevant hits.

Usi ng “Stack” as a keyword was expressly authorized by the
warrant and SA Rovelli acted reasonably and in good faith in
using it as a keyword regardless of the fact that it is a term
comonly used in conputer programm ng and appears frequently in
error nmessages and thus coul d produce nunerous irrelevant hits.

SA Rovelli also acted reasonably and within the express
terms of the warrant in using “ben” as a keyword even if doing so
coul d produce nunerous irrelevant hits, i.e., hits on docunents
t hat contained the word “benefit.”

SA Rovelli did not unreasonably broaden the search by using
“Stack” or “ben” as keywords. Both “Stack” and “ben” were

keywor ds aut horized by the warrant.
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SA Rovelli also acted reasonably and wthin the scope of the
warrant by using “Silvester” and “capital marketing investnents”
as keywords. These keyword search terns were forned fromthe
contracts and constituted other indicia of rel evance.

E. Search of Active Files

SA Rovelli used a utility programcalled DL to search the
18,768 active files on the hard drive by keywords. He seized 23
active files, consisting of 18 docunent files, and 5 M crosoft
Qutl ook files containing 4 .pst files and 1 .pab file.

One of the 18 docunent files did not contain a keyword. SA
Rovel I'i manually reviewed that file because its nanme was simlar
to another file in the same directory which referred to
Thi esfield, Spadoni and McCarthy. He seized it because it
menti oned Thiesfield and Spadoni by their initials.

SA Rovelli also searched the 4 .pst files and 1 .pab file by
usi ng keywords and nmanual review. Three of the four .pst files
contai ned keywords. The other .pst file contained directory
structure information. The .pst files were in binary format and
had to be inported into Mcrosoft Qutl ook before they could be
vi ewed or searched with keywords. SA Rovelli inported them and
searched with keywords using the find function in the journal
portion of the program He seized the .pab file because he
t hought he needed it to examne the .pst files.

SA Rovelli did not review or seize the e-mail nessages,
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contact information or notes. The only information he manually
reviewed in the .pst files was journal entries. The journal
entries showed evidence that a directory naned “Sil vester” was on
the hard drive between April 6, 1999 and May 31, 1999, was | ast
accessed on May 31, 1999, but was subsequently del eted.

F. Search of Recovered Deleted Files

SA Rovelli used a utility to recover 1,800 deleted files.

He used another utility to search these files by keywords. The
search produced 105 hits. He manually screened all 105 files and
others that he deened rel evant based on their |ocation,

directory, name or |ack of descriptive nanme. Such manua
screeni ng was aut horized by the warrant.

Manual review is necessary because, when the utility
recovers deleted files, it tries to put all pieces of the file
back together. But this does not nean that all of the actual
data that was originally associated with the file will be found--
t he docunent may have been stored in separate clusters, and data
on one or nore of the original clusters assigned to the file may
have been overwitten after the file was del et ed.

SA Rovel li seized 45 recovered deleted files, including 39
deleted text files and 6 deleted link files. Keywords appeared
in 28 of the 39 deleted text files and in 2 of the 6 deleted |ink
files. SA Rovelli seized the deleted text files that did not

contain keywords because their file names did not provide
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identifying information that would enable himto tell the person
associated wth them what they contained or the type of
docunent. SA Rovelli had a reasonable, |ogical and credible

expl anation for seizing all but two of these files, even though
they did not contain keywords or were not obviously related to
the contracts specified in paragraphs 2 through 5 of the warrant.
For instance, the files contained other indicia of rel evance such
as: (1) references to Connecticut Statutes pertaining to
political contributions, post-enploynent agreenents discussing
the ability of term nated enpl oyees to disclose information about
the rel evant contracts, references to Connecticut Treasurer or
Triunmph Connecticut investnents; (2) dates coinciding with the

i nvestnents, contracts and events under investigation; (3)

uni code formatting simlar to the Stack and Andrews contracts;
and (4) references to “Triunph CBO', a termthat was related to
files that had been deleted fromthe Silvester directory.

Al t hough two of the docunents did not contain such indicia
of relevance and were not within the scope of the warrant, they
cont ai ned fragnented, innocuous text which the governnent does
not intend to offer at trial.

G Search of Sl ack and Free Space

There were approxi mately 52,000 pages of free space on the
hard drive. SA Rovelli seized 120 pages of it. The majority of

this data contained directory structures, including traces of
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previously existing subdirectories entitled “Silvester” and
“Andrews”, portions of a contract between Capital Marketing

| nvest nent and Triunph, portions of letters referring to paynents
to Silvester and containing references to Stack, state ethics

| aws governing gifts to public officials, news articles about the
investigation, references to directories related to Thiesfield,
and docunents relating to Triunph partnership agreenments during
the relevant tine period.

There were approxi mately 5,000 pages of slack space on the
hard drive, of which SA Rovelli seized 378 printed pages. Two
hundred forty eight pages of the seized slack space was directory
structure information. This data was within the scope of the
warrant because it showed files that had been deleted fromthe
hard drive. The bal ance, which also was properly seized,
consi sted of evidence of the directory path used for “Recent
Li nks”, evidence of the Cl eanSweep program the Stack contract,
portions of other consultant contracts, references to the Andrews
contract and nmenos in the Andrews directory, portions of Triunph
enpl oyee non-di scl osure agreenents, references to Tri-Conn,
Triunph- Connecticut and Tri-Conn Il Advisors, references to CBO
investnments, files deleted fromthe Silvester directory,
fragnents of contracts referencing Triunph Connecticut |1l or
relating to rights of Triunph limted partners, state ethics and

el ections | aws, and news stories about Thiesfield and Andrews and
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the investigation.

After SA Rovelli filtered the free and sl ack space he was
able to search the space with keywords. The utility he used
produced a report that showed files contained keywords hits, but
did not identify where in the files the hits were |located. He
used the “find” function of Mcrosoft Wrd to search those
keywords and | ocate the clusters that contained the keywords and
then manual Iy reviewed those clusters and the surrounding
clusters. This process enabled himto find, for instance, the
cluster that contained portions of the Stack contract
intermngled with another deleted contract. Because he had
extracted the slack space to a separate file, he was able to
manual |y review it w thout having to view the active files
associated wth the clusters that contained sl ack space.

SA Rovel li acted reasonably and within the scope of the
warrant by manually review ng surrounding clusters in the
filtered slack and free space to see if he could find other parts
of deleted files or docunents that he had | ocated with a keyword
sear ch.

SA Rovelli’s nethod of searching the slack and free space
was reasonable and did not violate the terns or scope of the
war r ant .

H. Search of Link Files

SA Rovelli put all 204 link files on the CD that he gave to
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t he defendants on May 24, 2000, because he did not have the

sof tware he needed to view the contents of these files, which is
i naccessible to users without a special utility. But this did
not constitute a seizure of those link files, even though the CD
was | abel ed “seized files.”

Thereafter, SA Rovelli obtained a utility that displayed the
information in link files. He screened and reviewed the content
of twelve of them Eleven of the twelve contained keywords in
either the link file itself or the file to which it pointed. The
other link file pointed to a file called “LAT Contract”. LAT are
Thiesfield s initials. He seized 6 link files.

| . Search of O her Areas of Hard Drive

SA Rovelli manually screened the internet cache files for
evi dence of deletions. It was reasonable for himto do so
because these files could contain faxed or scanned docunents that
woul d not respond to a keyword search or could contain evidence
that a program such as Destroy-it had been downl oaded or
purchased fromthe internet.

SA Rovelli saw evidence of a different crinme while he was
screening the deleted cache files for the evidence listed in the
warrant. He conducted a cursory review of a nunber of themto be
certain they contained evidence of another crinme and then
contacted the U S. Attorney’'s Ofice to obtain a second warrant

to search and sei ze evidence of that crine. The fact that he did
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not search this material without a separate warrant supports a
finding that he was not indiscrimnately rumuagi ng through the
hard drive for evidence of any crine.

SA Rovelli al so searched and seized all directory structure
information. This information could identify docunments or files
that at one tinme were on the hard drive.

SA Rovelli found two “MyDocunents” directories on the hard
drive. One of themwas created in February, 1999, under a
“Spadoni C' user account. SA Rovelli observed that this directory
appeared to contain copies of all files that had been in the
ot her “MyDocunents” directory but had been del eted fromthat
directory.

SA Rovelli seized all software properties, including
information relating to Mcrosoft Wrd, the Destroy-it program
the Mcrosoft Qutl ook program and a software programcalled
Cl eanSweep. SA Rovelli’s keyword search of the csdrvmap.dat file
identified the progranms and files that were on the conputer
systemon the date the programwas run and provided links to data
files that were then on the system

Finally, SA Rovelli seized user configurations which
provi ded evidence of users who had access to the conputer.

V. Rovelli’'s Activities After the Warrant WAs Ret ur ned

On Cctober 17, 2000, SA Rovelli filed the search warrant

return. The inventory indicated that he seized “a mrror inmage
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of the hard drive to review for evidence as noted on Attachnent
B.” This |anguage did not, and was not intended to nean that he
seized the entire contents of the hard drive.

The warrant authorized himto take weeks or nonths to
conduct the search and the defendants were not prejudiced by the
fact that the return was not filed before COctober 17, 2000.

The defendants were given a record or inventory, in either
hard copy or electronic formon CDs, of everything seized
pursuant to Attachnment B of the warrant.

SA Rovelli understood that by filing the warrant he
i ndi cated he had conpl eted what the warrant authorized himto do.

After he filed the return, SA Rovelli continued his forensic
exam nation of the hard drive by running software prograns and
utilities, opening and viewing files that he had sei zed, and
restoring the image. He did not keep detailed notes of his
activities after Cctober 17, 2000, but his print-outs show
approxi mate dates of when he restored the inage.

SA Rovelli restored the mrror image after the warrant was
returned so that he could | ook at data and docunments in their
original formand context and continue his forensic exam nation
of the seized evidence.

For instance, in Decenber 2000, he executed the Destroy-it
programto conduct further analysis of its functionality,

characteristics, and footprints.
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On Decenber 14, 2000, and in July, 2001 he used a program
called Norton Disk Editor to review the directory structures of
itenms identified as seized and the unfiltered sl ack space.

I n Septenber, 2001, he ran a programthat allowed himto
view the internals of the active file |inks that were seized.

SA Rovelli conplied with the court’s July 10, 2001, order to

preserve existing and future “working copies.” Prior to this
court order, SA Rovelli was not required to nmaintain any restored
i mages.

VI . St andi ng

The | aptop conputer was owned by Triunph. It was assigned
to Spadoni for his exclusive use.

Spadoni kept the | aptop conputer in his sole custody and
under his sole control. Spadoni states in an affidavit that he
used the laptop conputer in his private Triunph offices in Boston
and Hartford and carried it with himwhen he travel ed between
offices. Wien he left the Hartford office for the day he either
took it with himor stored it in a |locked file cabinet. Wen he
| eft the Boston office for the day he either took it with himor
|l ocked it in his private office.

There is no evidence that McCarthy had any personal
expectation of privacy in the |aptop conputer.

CONCLUSI ONS OF LAW

Based on the foregoing findings of fact, the court nakes the



foll ow ng concl usi ons of |aw

| . McCarthy’ s Standi ng

The protections of the Fourth Armendnent attach to people,

not places. See Rakas v. lllinois, 439 U S 128 (1978).

To chall enge a search and seizure of property, a person nust
have an actual, subjective expectation of privacy that society is
prepared to recogni ze as reasonable. See id. at 143 n.12. Such
a showi ng i s made when the individual shows ownership, |aw ul
possession or lawful control of the place searched. See id,;

United States v. Paulino, 850 F.2d 93, 96 (2d G r. 1988).

The burden of establishing standing is on the person seeking

suppression. See United States v. Galante, 547 F.2d 733, 739 (2d

Cr. 1976).

The evidence shows that the | aptop conputer was owned by
Triunph and was assigned to Spadoni for his exclusive use.
McCarthy did not present any evidence to establish an actual or
obj ectively reasonabl e expectation of privacy in the |aptop
conput er.

There is no evidence that McCarthy had any personal or
proprietary interest in the | aptop conputer or evidence that it
contained any material covered by McCarthy’s personal attorney-
client privilege. To the contrary, uncontradicted evidence
presented by Spadoni establishes that the | aptop conputer was

assigned to himfor his exclusive use and that it was always in
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hi s excl usi ve custody and/or control.
McCart hy does not have standing nerely because he is a

codefendant. See Rakas v. Illinois, 439 U S. at 134. MO Carthy

al so does not have standing by virtue of his ownership interest
in or managerial position at Triunph. Sharehol ders of a
corporation do not have standing nerely because they are
sharehol ders, nor can they vicariously assert the corporation’s
Fourth Amendnent rights. They nust establish sone personal
expectation of privacy in the corporate records at issue. See

United States v. Mhney, 949 F.2d 1397, 1403-04 (6th Gr. 1991);

Wllians v. Kunze, 806 F.2d 594, 599 (5th Cr. 1986); Lagow V.

United States, 159 F.2d 245 (2d G r. 1946).

Because he has shown no personal or proprietary interest in
the I aptop conmputer, MCarthy |acks standing to challenge the
search of the hard drive.

[1. The Forthwith Subpoena

A grand jury subpoena is presuned to have a proper purpose.

See United States v. Salaneh, 152 F.3d 88, 109 (2d G r. 1998),

cert. denied sub nom Abouhalima v. United States, 525 U. S. 1112

(1999).
The burden is on the defendants to show that the grand jury

exceeded its | egal powers. See United States v. R Enters.,

Inc., 498 U.S. 292, 301 (1991) (holding that a grand jury

subpoena i ssued through normal procedures is presunptively
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reasonabl e and that the burden of show ng unreasonabl eness is on
the party asking to avoid conpliance). To sustain that burden, a
def endant nust present particul arized proof of an inproper

purpose. See United States v. Salaneh, 152 F.3d at 109 (citing

United States v. Mechanik, 475 U S. 66, 75 (1986)).

The defendants have failed to show that the governnent had

an i nproper purpose in using the forthwith subpoena. See United

States v. Re, 313 F. Supp. 442, 449 (S.D.N. Y. 1970).

A grand jury subpoena nust also not be used in such a way as

to i npinge on Fourth Amendnent rights. See Boyd v. United

States, 116 U. S. 616 (1886). To determne if a subpoena i npinges
on a defendant’s Fourth Anmendnent rights, the focus is on the

| evel of conpul sion used when the subpoena was served, and

whet her the governnent’s actions constitute an abuse of process.

See United States v. Lartey, 716 F.2d 955, 966 (2d Cr. 1983)

(uphol ding the use of a forthwith subpoena where there was no

threat or conpulsion); United States v. Barr, 605 F. Supp. 114,

117 (S.D.N. Y. 1985); United States v. Re, 313 F. Supp. at 449.

In this case there is no evidence that the governnent used
any coercion, conpul sion or aggressive tactics when the subpoena

was served on Triunph’s counsel. Accord, United States V.

Wlson, 614 F.2d 1224 (9th G r. 1980) (upholding use of forthwith
subpoena in the absence of evidence of abuse of process or that

it was used as a ploy to facilitate office interrogation by U S
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attorneys). C. In re Nwanmu, 421 F. Supp. 1361, 1365-66

(S.D.N. Y. 1976) (ordering the return of evidence obtained through
forthwi th subpoena where executing agents used coercive nethods
that constituted an unlawful search and sei zure).

The totality of the circunstances show that the defendants’
conpliance wwth the forthwith subpoena was vol untary, not
coer ced.

The facts that the subpoena was served on Triunph’s defense
attorney, who is experienced in crimnal matters, and that she
did not file a notion challenging its validity, support the
concl usion that defendants voluntarily conplied and that the use
of the subpoena did not anobunt to an unlawful seizure. See

United States v. Susskind, 965 F.2d 80, 87 (6th Cr. 1992),

United States v. Lartey, 716 F.2d at 966. Triunph’s counsel

coul d not reasonably have been unaware of the options that were
avail able to resist the subpoena.

| ndeed, the defendants were aware of their options and had
anpl e opportunity to chall enge the subpoena. Such know edge is
an essential elenent of effective consent and supports a finding

t hat conpliance was voluntary. See Schneckloth v. Bustanonte,

412 U. S. 218, 227 (1973); United States v. Susskind, 965 F.2d at

87. The defendants had ei ght days between the tinme the subpoena
was served and the date the warrant was issued. They either knew

or could have | earned from Spadoni what information, files and
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records were on the laptop and thus could have rai sed any

chal | enge they deened appropriate. See United States v. Barr,

605 F. Supp. at 118. Moreover, the governnment agreed that it
woul d not open or | ook at the | aptop conputer until Triunph's
attorney had an opportunity to file a notion.

The defendants had sufficient tinme and opportunity to file a
nmotion and, in fact, did file one seeking protection for
attorney-client privileged docunents on the conputer. The
governnent did not commence its search and seizure until the
issues raised in the notion were resol ved.

Thus, it cannot be found that the defendants were deprived
of any neani ngful opportunity under Fed. R Cim P. 17(c) to
chall enge the validity of the forthwith subpoena. C. Inre
Nwanu, 421 F. Supp. at 1365.

The governnent has sustained its burden of show ng that

conpliance with the subpoena was voluntary. See Bunper v. North

Carolina 391 U. S. 543 (1968).

In addition, there were exigent circunstances justifying the
use of a forthwi th subpoena.

Exi gent circunstances exist where there is a reasonabl e good
faith concern that evidence m ght be destroyed or altered in any

way. See United States v. lLartey, 716 F.2d at 961-62 (hol ding

that the use of a forthwith grand jury subpoena was entirely

[awful in light of the risk of an obstruction of the
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i nvestigation by falsifying records or destroying evidence);

United States v. Re, 313 F. Supp. at 449.

The governnment had reasonabl e and good faith concerns that
conputer data and evi dence coul d be destroyed, altered or
tanpered with to obstruct justice if the defendants were given

advance notice. See United States v. Lartey, 716 F.2d at 961-62.

The reasonabl eness of the governnent’s concern was based on
information from Silvester that: (1) contracts between Tri unph
and Thiesfield and Triunph and Stack had not been produced in
response to the first grand jury subpoena; (2) Triunph’s counsel
had advi sed that nore subpoenas were likely and that docunments
for which there was no busi ness purpose and were incrimnating
shoul d be purged; (3) docunents relating to Park Strategies, the
conpany that Silvester worked for after |eaving office, had been
del eted; and (4) Spadoni or soneone at Triunph had purchased a
programto purge or bl ow out a conputer

Moreover, the information that Silvester provided was
corroborated by informati on SA Rovelli obtained from Triunph’s
back-up tapes, which showed that docunents relating to Park
Strategi es had been deleted and that six days after Triunph
received the first grand jury subpoena, a substantial nunber of
docunents were transferred froman unidentified conputer to
Triunph’s Boston conputer network into a directory naned

“Spadoni”. SA Rovelli reasonably believed that such activity was
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consistent with Spadoni’s statenents about purging docunents and
bl owi ng out a conputer because it showed that Spadoni transferred
docunents he wanted to save.

Finally, the portable nature of the | aptop conputer and the
fact that information and data on a conputer can easily be
overwitten or corrupted by ordinary use, justified the
governnment’s belief that the conputer could be |ost or evidence
it contained could be destroyed or altered if Triunph was given
advance notice. Thus, the governnent acted reasonably in using a
forthwith subpoena to inmobilize the | aptop conputer and preserve
its contents.

There is no evidence that the forthw th subpoena was
i nproperly used to circunvent the warrant requirenent. The
gover nnment even assured the grand jury that it would not open or
| ook at the |laptop conputer until Triunph had an opportunity to
file relevant notions. The evidence shows that the governnent
used the forthwi th subpoena as a tenporary neasure to prevent it
frombeing tanpered with and to freeze its contents until a

warrant could be obtained to search it. See United States v.

G ovanel li, 747 F. Supp. 891, 896 (S.D.N. Y. 1989).

The fact that the governnment did not act imediately after
SA Rovel li reviewed the back-up tapes on March 26, 2000, does not
negate the exigent circunstances. The governnent had a valid

reason for the del ay--SA Rovelli needed tine to analyze the
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i nformati on he obtained fromthe back-up tapes and put it in
context with the information the governnment had earlier obtained
from Silvester regarding Spadoni’s intention to purge the
conputer. Thus, the delay does not support the claimthat the
gover nnment used the subpoena process to effect a warrantl ess

search and seizure. See United States v. Lartey, 716 F.2d at

962- 63.

In sum the governnment did not transformthe subpoena
procedure into an unlawful search and seizure or otherw se abuse
the grand jury process by obtaining possession of the |aptop
conputer through a forthwith subpoena. See id.

However, even if the use of the forthwith subpoena was not
justified, and assum ng the exclusionary rule applies to

subpoenas, cf. United States v. Payner, 447 U S. 727, 734 (1980),

the good faith exception applies because the agents had an
obj ective good faith belief that the laptop was |awfully obtained

pursuant to the subpoena. See United States v. Leon, 468 U. S

897, 922 (1984). This is especially true because the defendants
did not challenge the | awful ness of the subpoena during the eight
days between the date the | aptop conputer was delivered to the
court and the date the agent began executing the warrant.

[11. The Warrant

The defendants claimthat the search and sei zure warr ant

vi ol ates the Fourth Amendnment because it is not sufficiently

62



particular and is not supported by probable cause. Their clains
are specifically directed to paragraphs one and five of
Attachnent B, the list of itenms to be searched and sei zed.

Par agraph one of Attachnent B lists as itens to be seized:
“[c]onputer logs and file records on the storage nedia of the
[ hard drive], including tinme and date or records associated with
i ndi vidual files which can indicate deletion or destruction of
individual files on the storage nedia of the [hard drive] or a
deletion and restoration of the entire file systemon the storage
media, at a particular tinge[.]”

Paragraph five identifies “[c]onputerized records relating
to contracts between Triunph Capital and Benjam n “Ben” Andrews,
Triunph Capital and Park Strategies and/or Benjam n “Ben” Andrews
and Park Strategies, including all conputer generated information
relating to the creation, nodification and/or del etion of
contracts between Triunph Capital and Benjam n “Ben” Andrews,
Triunph Capital and Park Strategies and/or Benjam n “Ben” Andrews
and Park Strategies.”

The defendants mai ntain that paragraph one authorizes a
“generic itens” or “all records” search w thout probable cause.
They al so claimthat paragraph one does not describe with
sufficient particularity the itens to be seized. They contend
t hat paragraph five is also not supported by probabl e cause.

The defendants’ argunents concerning the invalidity of
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par agr aphs one and five are not supported by the |law or the facts
of this case. To the contrary, paragraph one is sufficiently
particular and it, as well as paragraph five are anply supported
by probabl e cause.

A. Particularity

The Fourth Amendnent requires warrants to describe with
particularity the place to be searched and things to be seized.
But, it is the general rule that the particularity requirenent
must be applied with a practical neasure of flexibility and only

requi res reasonable specificity. See United States v. Shoffner,

826 F.2d 619, 631 (7th Cr. 1987). Indeed, “no tenet of the
Fourth Amendnent prohibits a search nerely because it cannot be

performed with surgical precision.” United States v. Conley, 4

F.3d 1200, 1208 (3d Cir. 1993) (quoting United States v.
Christine, 687 F.2d 749, 752 (3d Cr. 1982)).
Warrants nust be read in a comon sense and practical

fashion and not in an overly-technical manner. See United States

v. Ventresca, 380 U S. 102, 108 (1965) (noting that in conplex

cases, reading a warrant with practical flexibility entails an
awar eness of the difficulty of piecing together a paper puzzle);

United States v. Bianco, 998 F.2d 1112, 1117 (2d G r. 1993).

A common sense and practical reading of the warrant in this
case requires the court to construe it as incorporating and

referencing all of the attachnents and the supporting affidavit,



even if the warrant does not expressly do so. See United States

v. Bianco, 998 F.2d at 1117 (rejecting rigid adherence to forma
requi renent that affidavit be expressly incorporated into a
warrant and reading a warrant in light of an affidavit that was
not expressly incorporated). This is particularly appropriate
where the affidavit is available to the searching agent and
explains in detail the notivation behind the search and the
nature of the evidence sought. See id. Here, SA Rovelli read
the affidavit and relied on it during his search of the hard
drive. The affidavit explains in detail the notivation behind
the search and the nature of the evidence sought.

A warrant only needs to be specific enough to permt the
executing officer to exercise reasonable, rational and inforned
di scretion and judgenment in selecting what should be seized. See

United States v. Hill, 19 F.3d 984, 987 (5th Cr. 1994); United

States v. Longo, 70 F. Supp.2d 225, 249 (WD.N. Y. 1999); United

States v. Lloyd, No. 98cr529, 1998 U.S. Dist. Lexis 17889

(EED.NY Cct. 5, 1998) (citing United States v. Riley, 906 F.2d

841, 845 (2d Cir. 1990)). The warrant does not need to

specifically identify every docunent to be seized. See United

States v. LaChance, 788 F.2d 856, 874 (2d GCr. 1986); United

States v. Prewtt, 553 F.2d 1082, 1086 (7th Cr. 1977). The

Second Circuit has held that a warrant is sufficiently particul ar

if it sets forth generic classifications of the itens to be
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seized together with an illustrative listing which enables the
executing officer to ascertain and identify wth reasonable
certainty the itens that the magi strate has authorized himto

seize. See United States v. George, 975 F.2d 72, 75 (2d G

1992).

In determ ning whether the particularity requirenent is
satisfied, the court is entitled to place a great deal of weight
on whether the warrant is as particular as reasonably could be

expected under the circunstances. See Andresen v. Maryl and, 427

U S. 463, 480 n.10 (1976). The conplexity of the crines under
investigation is a factor the court may consider in naking this

determnation. See United States v. Blunberq, No. 3:97cr119

(EBB), 1998 U.S. Dist. Lexis 22411, at *12 (D. Conn. WMar. 11
1998) (noting that the degree of specificity varies inversely
with the conplexity of the crime involved).

Here, the warrant was as particular as reasonably could be
expected given the conplexity of the search, the crines under
i nvestigation, and the nature of the evidence sought. The
government had no way of know ng what information would be found
on the laptop conputer and thus could not have described nore
precisely the formof the evidence and the exact |ocation on the

hard drive where it was |located. See United States v. Spilotro,

800 F.2d 959, 963 (9th Cir. 1986) (noting that one of the factors

in determning the sufficiency of a warrant i s whether the
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government was able to describe the itenms nore particularly in
light of the information available to it when the warrant was

issued); United States v. Lanb, 945 F. Supp. 441, 458-59

(N.D.N.Y. 1996). 1In addition, searching a hard drive for

evi dence of deleted data and files is inherently difficult and
conpl ex. Indeed, given the technical nature of the search in
this case, “a nore particular description could [have] precluded

effective investigation of the crines at issue.” United States

v. Shoffner, 826 F.2d at 631.

Par agr aph one provided sufficient and ascertai nabl e
guidelines to assist SA Rovelli’s exercise of judgenent and

di scretion during the search. See United States v. Riley, 906

F.2d 841, 844 (2d Gr. 1990). It did not authorize a general,
unfettered or indiscrimnate search of all conputer |ogs and
“records”. To the contrary, by virtue of the information in the
supporting affidavit, it authorized a search and seizure that was
l[imted to evidence of the specific crinmes under investigation

and a specific tinme period. See United States v. Lloyd, 1998

US Dist. Lexis 17889. This is so even though paragraph one
does not contain an express tinme limt.
A tenporal limtation in a warrant is not an absol ute

necessity, but is only one indicia of particularity. See United

States v. Bucuvalas, 970 F.2d 937, 942 n.7 (1st GCr. 1992)

(holding that tinme limtations “are but one nethod of tailoring a
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warrant description to suit the scope of the probabl e cause
showi ng”). Thus, the absence of a tenporal limtation does not

render the warrant a prohibited general warrant. See id.; United

States v. Lloyd, 1998 U. S. Dist. Lexis 17889.

Interpreting or construing the generic term“file records”
i n paragraph one as including text, remants or fragnments of
deleted files as well as information about such files did not
render the warrant insufficiently particular or permt an

expansi ve general search of the hard drive. See United States v.

Marti, 421 F.2d 1263, 1268 (2d G r. 1970) (recogni zing that
executing agents nust have discretion to interpret the words of
every warrant no matter how particular the itens are descri bed).
A restrictive, hyper-technical and cranped interpretation of the

termis not warranted or required. See United States v. Martin,

157 F.3d 46, 52 (2d Gr. 1998) (noting that warrants shoul d be
read in a common sense as opposed to a hypertechni cal and cranped

manner); United States v. Canfield, 212 F. 3d 713, 719 (2d G

2000) (sane).

SA Urso, who drafted the warrant, was not a conputer expert
and could not have intended to use the termin the restrictive,
techni cal manner advanced by the defendants. Agents frequently
use the generic term“records” in warrants as a general
description of a broad range of information that m ght be found

during a search. See United States v. Riley, 906 F.2d at 843
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(uphol di ng warrant that authorized seizure of “records of the

distribution of cocaine”); United States v. Matias, 836 F.2d 744,

748 (2d G r. 1988) (upholding warrant authorizing seizure of
“books and ot her records”).

It would also require a cranped and hypertechni cal reading
of paragraph one to construe it as not authorizing the search and
sei zure of software prograns that had the ability to cause
destruction of files, directories and prograns.

In sum paragraph one contained a reasonably particular
description of the itens to be seized in the context of the
crimnality under investigation and thereby satisfies the Fourth
Amendnent’ s particularity requirenent.

B. Pr obabl e Cause/ Overbreath

Probabl e cause is “a fluid concept--turning on the
assessnment of probabilities in particular factual contexts--not
readily or even usefully reduced to a neat set of rules.”

[llinois v. Gates, 462 U.S. at 232.

Probabl e cause exists where the totality of facts presented
woul d | ead a nan of reasonable caution to believe that a crine
has been commtted and that evidence of that crinme would be found

in the place to be searched. See Davis v. Gracey, 111 F.3d 1472,

1478; see also Texas v. Brown, 460 U. S. 730, 742 (1983). A

warrant is overbroad if it includes itens for which there is no

probabl e cause. See Davis v. Gracey 111 F.3d at 1478.
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A magi strate’s finding of probable cause should be given

great deference by review ng courts. See lllinois v. Gates, 462

U S at 236. A defendant “who argues that a warrant was issued
on |l ess than probable cause faces a heavy burden.” Rivera v.

United States, 928 F.2d 592, 602 (2d Cr. 1991). Even the

resol ution of margi nal cases should be determined with regard to

the preference accorded to warrants. See Jones v. United States,

362 U.S. 257, 270 (1960).

The supporting affidavit in this case sets forth sufficient
facts and information to establish probabl e cause for searching
the hard drive for evidence of the alleged crimnal activity
such as del etions of data and docunents relating to Triunph's
dealings with Silvester, Thiesfield, Stack and Andrews, not just
files and data relating to the specific contracts identified in
par agr aphs two through five.

Specifically, SA Uso' s affidavit contains, inter alia,

i nformation about: (1) Spadoni’s intent to purge either the
entire hard drive or incrimnating docunents on a conputer in
anticipation of additional grand jury subpoenas; (2) details of
Silvester’s and the defendants’ alleged illegal canpaign finance
activities; (3) details of other illegal acts of bribery that
Silvester, Stack and the defendants had engaged in; and (4)
efforts to disguise the alleged crimnal activity.

Moreover, in addition to evidence that the contracts
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identified in paragraphs two through five had been deleted, it
was al so perm ssible to seize evidence of other related del etions
because that woul d be rel evant and adm ssi ble under Fed. R Evid.
404(b) as probative of the defendants’ intent to commt the

all eged crine of obstruction of justice or the absence of

m st ake. See Andresen v. Maryland, 427 U. S. at 483-84 (uphol ding

sei zure of docunents relating to parcels of Iand other than the
parcels specifically nmentioned in the warrant because such

evi dence coul d be “other acts” evidence that would be probative
of the defendant’s intent to commt the crine described in the
warrant) .

The affidavit al so supported a search and sei zure of records
relating to the creation, nodification and/or deletion of
contracts between Triunph and Andrews and/or Park Strategies as
described in paragraph five, and was not limted to evidence that
a contract showing a rel ationship between Triunph and Park
Strategi es had been del eted between January and May, 1999.

SA Uso’'s affidavit states that Silvester began working for
Park Strategies after he left office in January, 1999, that
Silvester obtained that job in return for a $50 mllion
i nvestnent, and that Spadoni told Silvester on May 31, 2000, that
draft contracts between Triunph and Andrews, Triunph and Park
Strategies and/or Park Strategi es and Andrews had been deleted in

anticipation of nore grand jury subpoenas. Silvester also
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informed SA Urso that he wanted Triunph to hire Park Strategies
but McCarthy was unwilling to do so directly, so he agreed that
Triunph would contract with Andrews who in turn would contract
with Park Strategies.

The fact that the affidavit does not contain other
informati on that may have been known to the governnment pertaining
to Andrews’s ot her dealings with Triunph, or Spadoni’s belief
that Triunph's contenplated contract with Park Strategies would
not violate state ethics |laws, does not affect the conclusion
that sufficient probable cause was shown in support of paragraph
five. These om ssions did not deprive the magi strate judge of
information that would have alerted himto the all eged overbreath
of paragraph five.

I[11. Good Faith Exception

Even if the warrant were inperm ssibly overbroad, the
evi dence woul d be adm ssi bl e under the good faith exception

recogni zed by the Suprenme Court in United States v. Leon, 468

U S. 897 (1984).

The good faith exception permts the adm ssion of evidence
obtai ned pursuant to a facially valid warrant that is
subsequently found to be invalid so |long as the executing officer
acted in good faith and in objectively reasonable reliance on the
warrant. See id. at 919 (holding that the good faith exception

applies unless the agents obtained the warrant by deliberately
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m sl eadi ng the judge, the judge abdicated his duty, or the
warrant was so facially deficient that the agent was

unreasonable in relying on it); see also United States v.

Jasorka, 153 F.3d 58, 60 (2d Cr. 1998).

Thus, under the good faith exception, evidence should not be
suppressed unless the court determ nes that a reasonably well -
trained officer should have known that the search was ill egal

despite the judge s authorization. See United States v. Leon,

468 U.S. at 922 n.23; United States v. ©More, 968 F.2d 216, 222

(2d Gr. 1992). An officer is not “required to disbelieve a
j udge who has just advised him by word and by action, that the
warrant he possessed authorizes himto conduct the search he has

requested.” United States v. Buck, 813 F.2d 588, 592 (2d G r

1987).

SA Rovelli was justified in relying on the magistrate
judge’ s conclusion that the warrant was sufficiently particul ar
and was supported by probabl e cause because it was facially
valid. No reasonable agent woul d have thought that paragraphs
one and five authorized a wde-ranging, unlimted exploratory
search for evidence of any crinme. Nor did probable cause
evaporate when SA Rovelli discovered that there had not been
whol esal e del etion of data on the hard drive.

SA Rovelli executed the warrant in good faith and in

obj ectively reasonable reliance on a belief that the warrant was
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sufficiently particular and facially valid. See United States v.

Leon, 468 U.S. at 922; United States v. Hunter, 13 F. Supp.2d

574, 584-85 (D. Vt. 1998).
Thus, even if the warrant was not supported by probable
cause, the evidence seized pursuant to it is adm ssible under the

good faith exception. See United States v. Jasorka, 153 F.3d at

60; United States v. Cancelno, 64 F.3d 804, 807 (2d G r. 1995).

| V. Executi on of the Warrant/ Bl anket Suppressi on

The defendants have noved for bl anket suppression of al
itens seized fromthe | aptop conputer. They claimthat this
drastic renedy is required because the warrant was executed in a
manner that resenbled a general exploratory search and in
flagrant disregard of the warrant and thus violated the Fourth
Amendnent .

There is no nmerit to the defendants’ challenge to the manner
in which the search was executed. Under the totality of the
ci rcunst ances, the warrant was executed in a reasonabl e manner
and in good faith. The search bears none of the hall marks of a
general exploratory search

Were a search exceeds the scope of a warrant, the general
rule is that “only the inproperly seized evidence wll be
suppressed, the properly seized evidence renmains adm ssible.”

United States v. Squillacote, 221 F.3d 542, 556 (4th G r. 2000);

see also United States v. Ceorge, 975 F.2d 72, 75 (2d Cir. 1992);
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United States v. Hame, 165 F.3d 80, 84 (1st Cr. 1999).

The drastic renedy of bl anket suppression of all seized
evidence is not justified unless the agent executing the warrant
effected a W despread seizure of itens not within the scope of

the warrant and did not act in good faith. See United States V.

Liu, 239 F.3d 138, 140 (2d Cr. 2000) (citing United States v.

Matias, 836 F.2d 744, 747 (2d Cir. 1988)); United States v.

George, 975 F.2d at 79; United States v. Lanbert, 771 F.2d 83, 93

(6th Gr. 1985); Marvin v. United States, 732 F.2d 669, 675 (8th

Cr. 1984); United States v. Tamura, 694 F.2d 591, 597 (9th G

1982). Egregious, callous, and reckless conduct nust be shown to

justify blanket suppression. See United States v. Foster, 100

F.3d 846, 852 (10th G r. 1996) (noting that “the extreme renedy
of bl anket suppression should only be inposed in the nost

extraordinary of cases”); United States v. Regan, 706 F. Supp.

1102, 1116 (S.D.N.Y. 1989).

Fl agrant disregard is found only in extraordi nary cases such
as those where the governnent effects a w despread sei zure of
itens clearly not within the scope of a warrant and does not act
in good faith, or when the |awful basis of a warrant was a
pretext for the otherw se unl awmful aspects of a search. See

United States v. Hanmi e, 165 F.3d at 83-84; United States v.

Foster, 100 F.3d at 852 (finding flagrant disregard where

of ficers disregarded the warrant and searched for “anything of
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value”); United States v. Dzialak, 441 F.2d 212, 217 (2d Gr.

1971) (describing a general search as one where agents spent
hours ransacki ng a house for any possible incrimnating evidence
and the nunber of itens seized outside the scope of the warrant
far outnunbered those described in the warrant).

But a search is not rendered invalid nmerely because agents
seize itens that are outside the scope of the warrant. The

search “nust actually resenble a general search.” United States

v. Liu, 239 F.3d at 141 (enphasis in original). This is

particularly true where such itens are not admtted as evi dence

agai nst the defendant. See United States v. Hargus, 128 F. 3d

1358, 1361 (10th Cr. 1997); United States v. Henson, 848 F.2d

1374, 1380 (6th G r. 1988). Even “the inproper whol esal e seizure
of many itens outside a warrant’s scope does not al one render the
whol e search invalid and require the suppression and return of

all documents seized.” United States v. Ham e, 165 F.3d at 84

(quoting United States v. Young, 877 F.2d 1099, 1105 (1st Cr.

1989)); see also United States v. Dzialak, 441 F.2d at 212;

United States v Principie, 531 F.2d 1132 (2d Cr. 1976); United

States v. Dunloy, 584 F.2d 6 (2d Cr. 1978).

The search in this case did not actually resenble a genera
search and there is nothing extraordinary in the facts that

justifies blanket suppression. See United States v. Liu, 239

F.3d at 140; United States v. Dzialak, 441 F.2d at 217. | ndeed,
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the search here was no nore inherently intrusive than a search of

an entire house for weapons or drugs. See United States v.

Upham 168 F.3d 532, 535 (1st Cir.), cert. denied 527 U S. 1011

(1999).

Further, the magnitude of a search is insufficient, by
itself, to establish a constitutional violation. The relevant
inquiry is whether the search and sei zure was reasonabl e under

the circunstances. See United States v. Wlagneux, 683 F.2d 1343,

1352 (11th Cr. 1982). Here, given the nmagnitude of the
informati on and data contained on the hard drive, the conplexity
and technical nature of the conputer search itself, and the fact
that the focus was on evidence of deletions, an extensive and
t hor ough search was expected and authorized in this case.

Despite the defendants’ statistical argunent, the evidence
sinply does not establish indiscrimnate rumragi ng through the
hard drive or a wi despread, grossly excessive seizure of data and

docunents clearly outside the scope of the warrant. See United

States v. Regan, 706 F. Supp. 1102 (S.D.N. Y. 1989) (rejecting

claimof indiscrimnate rummagi ng based on statistical claimthat
69 of the 259 boxes seized contained docunents entirely outside
warrant and noting that defendant’s figure would be different if
the governnent’s definition of what fell within the warrant were
used). Such statistical argunents are inherently unreliable,

i naccurate and msleading in that they are often based on a self-
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serving selection of data and present results in a way nost

advant ageous to the cl ai mbeing advanced.!” See generally,

Darrell Huff, Howto Lie with Statistics (W W Norton & Co, ed.,

1993) (1954). As such, the statistics on which the defendants
base their claimfor blanket suppression, i.e., that 75% of the
data sei zed was not responsive to the warrant and 50% of the data
sei zed was not authorized for review, are not plausible,
persuasi ve or creditable and do not support a finding that the
search was an unconstitutional general search

Actually, SA Rovelli reviewed and ultimately seized only a
conparatively small anount of the 1 GB or 264,000 pages of data
that was on the hard drive. Mreover, wth the exception of a
limted nunber of deleted files which the governnent does not
intend to introduce at trial, the majority of the seized itens
were responsive to the warrant. In addition, SA Rovelli had a
reasonabl e, | ogical and credi bl e explanation for the vast
maj ority of docunents and data he seized, scanned or reviewed
W t hout seizing, even for the data and docunents that did not

fall within the scope of the warrant.

YFor instance, the defendants cal cul ate the percentage of
files in the free and sl ack space sei zed outside the warrant by
counting each page as a separate file. An entirely different
percentage can be calculated if all related clusters are counted
as a separate file. The defendants al so base their percentage

cal cul ations on the total anmount of data that SA Rovelli copied
to the CDs. However, as previously noted, the fact that SA
Rovel I'i copied data onto CDs which were | abel ed “seized files”

did not signify that all such files had been seized.
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The sei zure of any docunents not naned in the warrant
resulted froma good faith response to the inherent practical
difficulties of searching a conputer’s hard drive for evidence of
del eted data and files. “It is no easy task to search a well -
| aden hard drive by going through all of the information it
contains, let alone to search through it . . . for information

that may have been deleted.” United States v. Upham 168 F.3d at

535.

The evi dence establishes that SA Rovelli acted in good
faith!® and conducted an extensive, careful and thorough
exam nation of the entire hard drive, including active files,
deleted files, free space and sl ack space and attenpted to stay
within, as far as practicabl e and possi bl e under the
circunst ances, the nethodology and limts set out in the warrant.
Such an extensive and thorough search was not the equivalent of a
general search and does not support a finding of indiscrimnate
runmagi ng.

The defendants have al so not sustained their burden of
establishing that blanket suppression of all evidence seized

under the warrant is justified in this case based on the manner

®As the Second Circuit noted in United States v. Liu, where
the court concludes that the first prong of the applicable test--
a W despread seizure of itens not within the scope of the
warrant - - has not been satisfied, there is no need to determ ne
whet her the agent acted in objective or subjective good faith.
See 239 F.3d at 142. Nonetheless, there is no evidence that SA
Rovel li acted in either objective or subjective bad faith.
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in which SA Rovelli conducted the search. See United States v.

Squillacote, 221 F.3d at 556. The warrant did not prescribe any

speci fic search nethodol ogy. |ndeed, “the warrant process is
primarily concerned with identifying what may be searched or

seized--not how. . . .” United States v. Upham 168 F. 3d at

537.

The warrant did not limt the search to any specific area of
the hard drive. Thus, SA Rovelli was permtted under the Fourth
Amendnent to look in any area of the prem ses described by the
warrant that m ght contain the objects of the search, including
active files, recovered deleted files, free space, slack space,
internet cache files, image files, directory structures and |ink

files. See United States v. Ross, 456 U S. 798, 821 (1982);

United States v. Sissler, No. 91-2113, 1992 U. S. App. Lexis 14041

(6th CGr. June 10, 1992).

The warrant also did not limt SA Rovelli’s search solely to
keywords. To the contrary, it stated that the anal ysis would
“focus on particular progranms, directories, and files (including
del eted data) that are nost likely to contain the evidence and
information of the violations under investigation based upon file
nanmes, keywor[d] searches, file dates, or other indicia or
rel evance.”

The warrant expressly authorized SA Rovelli to manually

review “any and all files and docunents which are either
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unl abel ed, or |abeled in a manner that does not readily identify
what persons are associated with those files” to determ ne

whet her they pertain to the nanes or transactions listed in
Attachnent B. Because a conputer user can m sl abel or

deli berately label files to avoid detection, SA Rovelli was not
required to assune that docunent and file names and suffixes
accurately described their contents, and he acted reasonably in
manual |y revi ewi ng docunents and files to ascertain their

relevance. See United States v. Gray, 78 F. Supp.2d 524, 530

(E.D. Va. 1999); United States v. Hunter, 13 F. Supp. at 584;

United States v. Lloyd, 1998 U S. Dist. Lexis 17889. In any
t horough search for docunents, even seem ngly innocuous records
must be exam ned to determ ne whether they fall with the category

of itens covered by the warrant. See Andresen v. Maryland, 427

U S at 482 n.11l; United States v. Ochs, 595 F.2d 1247, 1258 (2d

Cr. 1979); see also United States v. Hunter, 13 F. Supp.2d at

584 (“conputer records searches are no |l ess constitutional than
searches of physical records, where i nnocuous docunents may be
scanned to ascertain their relevancy”). Few people keep
docunents of their crimnal transactions in a folder marked

“crime records”. See United States v. Riley, 906 F.2d at 815.

A manual review was al so necessary because certain areas of
the hard drive, such as free space, slack space and del eted

files, do not have file nanes and are not susceptible to accurate
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keyword searches. For instance, if SA Rovelli found a keyword in
a cluster of slack or free space he would have to manually review
ot her clusters, even non-contiguous clusters, in order to find
other parts of that docunent that did not contain a keyword.

However, the evidence shows that SA Rovelli primarily used
keywords as a nethod, but not the sole neans to focus and narrow
his search for evidence of the contracts and viol ati ons under
investigation. SA Rovelli’s choice of keywords did not
constitute flagrant disregard of the warrant or inperm ssibly
broaden the search. |Indeed, the defendants only contest the
propriety of three of the twenty-five keywords that SA Rovelli
used. Despite their challenge to his selection of those
keywords, it was reasonable for himto read the warrant as
aut hori zing them based on the contracts, transactions and
i ndi vidual s specified in the warrant and ot her indicia of
relevance. It would require a cranped, hypertechnical reading to
construe the warrant as containing an excl usive or authorized
list of keywords that could not be added to or altered.

SA Rovelli did not act unreasonably by adding “m nutes” as a
keyword term He added it after he saw a directory listing in
sl ack space which read “My Docunent s\ Consul tant Contract-1isa
t hi esfi el d. dococ-V-dococ-Ltr. docsultant Contract.docnent. doc
M nut es. docs\.” Because the term “m nutes” appeared in cl ose

proximty to a listing for a Thiesfield consultant contract, SA
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Rovel I'i reasonably and logically believed that the term was
related to the Thiesfield contract and therefore within the scope
of the warrant. Hi s explanation was credible, and there is no
evi dence that he added the word “m nutes” as a pretext to conduct
a fishing expedition or to find docunents not listed in the

warrant. See United States v. Liu, 239 F.3d 138 (2d Cr. 2000).

SA Rovel li al so reasonably and appropriately used
“Silvester” and “capital marketing investnents corp.” as
keywords. These terns were related to the contracts identified
inthe affidavit and to the crines under investigation. Capital
Mar keting I nvestnments was the nanme of Ben Andrews’ s conpany.
Silvester was a central figure in the alleged crimnal activity
and he arranged the contracts between Triunph and Thiesfield,
Triunph and Stack and Triunph and Park Strategies as a neans of
funneling noney to him

SA Rovelli did not go beyond the scope of the warrant or
i nperm ssi bly broaden its scope by seizing text, fragnments or
remmants of files that had been deleted. He properly and
reasonably interpreted the term*“file records” in paragraph one
to include the text and content of files as well as all data

associated with files. See United States v. Murti, 421 F.2d

1263, 1268 (2d Cir. 1970).
SA Rovelli acted in good faith and wthin the scope of the

warrant in searching internet cache files and image files. Both
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types of files can contain scanned, downl oaded docunents or faxes
that are not susceptible to keyword searches. Al so, evidence of
online searches for, or purchases of, prograns that could be used
to delete data fromthe hard drive such as Destroy-it could have
been found in internet cache files.

SA Rovelli did not seize the entire hard drive when he
created the inmage file, restored it to MXs for exam nation
pur poses or copied blocks of data to M and CDs. These were
sinply prelimnary and reasonably necessary steps in the forensic
exam nation, and did not require the nagistrate judge's

aut horization. See United States v. Upham 168 F.3d at 535.

Courts have consistently upheld “carting off” whole file cabinets

cont ai ni ng pounds of unsorted paper to be searched off site. See

United States v. Henson, 848 F.2d 1374 (6th Cr. 1988); United

States v. Longo, 70 F. Supp.2d 225 (WD.N. Y. 1999); United States

v. Gawysiak, 972 F. Supp. 853 (D. N. J. 1997); United States v.

Kufrovich, 997 F. Supp. 246 (D. Conn. 1997); United States v.

Musson, 650 F. Supp. 525, 531-32 (D. Co. 1986). The fact that SA
Rovel i | abeled the two CDs that were given to the defendants as
“seized files” does not conpel a conclusion that he seized
everything on the CDs. SA Rovelli testified that he did not
intend to signify that he had seized all the data on the CDs when
he made the | abels and said that “seized files” was a bad choice

of words. He made the CDs to serve as a record of the data and



files that he had extracted fromthe hard drive. He also nade
the CDs to record the significant steps he took during his
exam nation, including results of keyword searches and the
undel ete program The fact that the CDs were not given to the
prosecution teamis further support for the conclusion that al
the data they contai ned was not seized data.

SA Rovel li did not conduct excessive or separate searches
requiring separate warrants each tinme he reviewed the data on an
MO. The defendants were not prejudiced by this because the
evi dence was “frozen in tine” when the mrror inmge was nade.
Copying data to an MO before examning it and wite protecting
the MO were reasonabl e and proper procedures to protect the
integrity of the evidence and to ensure that tests would not
alter the data. There is no evidence that SA Rovelli had an
i nproper purpose in taking these steps.

SA Rovelli also acted properly by extracting free and sl ack
space and putting the data into active files that he created. He
did so to mnimze the intrusiveness of the search and to enable
himto run a keyword search with the software program he was
using, which only permtted keyword searches on active files.

SA Rovelli kept adequate records of his search consisting of
an MO containing the active and recovered deleted files and
directory structures seized, an MO containing the extracted sl ack

and free space and filtered slack and free space divided into
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files, a CD containing keyword lists, the results of keyword
searches, all recovered deleted files, and a master CD cont ai ni ng
all active and deleted files and all extracted free and sl ack
space, printouts of data that docunented the steps he took in his
search and handwitten notes of the original imging process. It
is of no consequence that he did not create an audit log to track
the dates and tinme he made the inmages or any errors in the

i magi ng process. His notes fromthe original imging process
contain essentially the sanme information that the conputerized
audit 1 og would have tracked. Thus, his failure to create an
audit log did not invalidate the search.

__ The fact that defendants’ expert w tness, Douglas Anderson,
testified about certain technical defects in SA Rovelli’s search
met hodol ogy and that a nore advanced search nethod or software
shoul d have been enpl oyed does not affect the court’s concl usion
that the search was reasonabl e under the Fourth Amendnent. See

United States v. Gray, 78 F. Supp.2d at 529 n. 8.

SA Rovelli’s decisions as to the manner in which he would
conduct the search and the docunents and files he would scan,
revi ew and/ or seize are consistent wwth what a well-trained CART
agent woul d have done under the circunstances. Any of SA
Rovelli’s actions that were arguably beyond the scope of the
warrant were the result of the inherent practical difficulties of

searching a conputer for evidence of deleted data and files. See
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Davis v. Gracey, 111 F.3d 1472 (10th Cr. 1997); United States v.

Upham 168 F.3d at 535; United States v. Hunter, 13 F. Supp.2d

574, 584 (D. Vvt. 1998). Moreover, any such action was m nor,
techni cal and “notivated by considerations of practicality rather
than by a desire to engage in indiscrimnate fishing.” United

States v. Tanura, 694 F.2d 591, 597 (9th Cr. 1982). The

evi dence shows that SA Rovelli conducted a difficult and
techni cal search in a manner designed to stay within the bounds
of the warrant and to Iimt as far as practical unwarranted
i ntrusi ons upon privacy.
The fact that Rovelli sought a second warrant after he
di scovered evidence on the hard drive of another, unrelated crine
supports a finding that he showed restraint and was not
i ndi scrimnately rummagi ng through the hard drive for any

possi bl e incrimnating evidence of any crinme. See United States

v. Walser, 275 F.3d 981 (10th Cr. 2001) (finding agent did not
i nperm ssi bly broaden the warrant by opening inage files
cont ai ni ng evidence of an unrelated crinme during a search for
evi dence of drug dealing because the agent did not extensively
rummage t hough such files, but showed restraint in requesting a
second warrant to search them

_ Finally, the actions that SA Rovelli took to exam ne the
sei zed data after the warrant was returned are not anal ogous to

returning to a crine scene to search for additional evidence and
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do not establish an inperm ssible, warrantless second or
continuing search of the hard drive. Wen SA Rovelli restored
the mrror image to a hard drive, ran software prograns, printed
out directory structures and vi ewed docunents that he had
previously seized, he was nerely continuing his forensic

exam nation. There is no evidence that he seized additional
docunents or data after he filed the return.

V. Protection for Privileged Material

It was proper and appropriate for SA Rovelli to use the
procedures contained in the April 18, 2000, letter agreenent to
screen for privileged material rather than the procedures set
forth in Attachnment D. The procedures in Attachnent D were not
fol | oned because the governnment and defendants’ counsel agreed to
di fferent procedures. |In fact, the agreed-upon screening
procedures provided greater protection to the defendants because
all of the material that was to be searched was first disclosed
to counsel for review and assertion of a privilege claim not to
a magi strate judge as provided in Attachnment D. The screening
procedures that were used in this case provided nore than
adequate protection to the defendants. The prosecution teamdid
not view any privileged material and the defendants did not

suffer any prejudice. See In re Grand Jury Proceedings Dated

Dec. 10, 1987, 926 F.2d 847 (9th Gir. 1991).

The defendants cannot reasonably claimthey did not believe
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there was any protection in place to protect privileged materi al
nmerely because Attachnments C and D were filed under seal and were
not given to them when the warrant was served. Defendants’
counsel and Ms. Dannehy negotiated a procedure for review of
privileged material. The negotiated procedure actually provided
nore protection than was provided in Attachnment D because
def endants’ counsel was allowed to review the material and raise
privilege clains before it was turned over to the prosecution
team Moreover, even though the negotiated procedure only
provi ded for defendants’ review of docunments in two
subdirectories, all docunents were given to the defendants for
privil eged revi ew

These saf eguards, the absence of any denonstrated prejudice
to the defendants, and the absence of evidence show ng that
privileged material was disclosed to the prosecution team conpels
a conclusion that there was no Si xth Amendnent violation. See

United States v. Neill, 952 F. Supp. 834 (D.D.C 1997) (holding

that the Sixth Arendnent is violated only if privileged
information is intentionally obtained and used to the defendants’
detrinment at trial).

VI . Conpli ance Wth Fed. R Cim P. 41

The requirenents of Rule 41 are basically mnisterial in
nature and violations of the rule only require suppression where

the defendant is legally prejudiced. See United States v.
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Bonner, 808 F.2d 864, 869 (1st Cr. 1986); cf. United States v.

Gantt, 194 F.3d 987 (9th Cr. 1999) (holding that a deliberate

di sregard for Rule 41(d) is grounds for suppressing evidence).
To show prejudi ce, the defendants must show the violation
subjected themto a search that otherw se would not have occurred

or one that would not have been as abrasive. See United States

v. Bonner, 808 F.2d at 869. The defendants have not nmade such a
show ng.

The purpose of Fed. R Cim P. 41(c)(1)'s time limtation
is to prevent a stale warrant. Delay in executing a warrant
beyond the tine set forth in the rule is not unreasonabl e unl ess,
at the tinme it is executed, probable cause no | onger exists and

t he defendant denonstrates legal prejudice as a result of the

delay. See Commonwealth v. Ellis, No. 97-192, 1999 Mass Super.
Lexis 368 (Mass. Superior. Aug. 1, 1999).

Here, when the mrror inmage was nmade within the ten-day
period the evidence was frozen in tinme. Thus, there was no
danger that probable cause ceased to exist during the search of

the hard drive. See United States v. Bedford, 519 F.2d 650, 655-

56 (3d Cir. 1975) (noting that the reasonabl eness of a search is
al so determ ned by whet her probabl e cause had di ssipated at the

time the warrant was executed); United States v. Gerald, 5 F. 3d

563, 567 (D.C. GCr. 1993) (declining to suppress evidence where

warrant was returned five nmonths after the search and where there
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was no showi ng of harmto defendant).

Here, the warrant authorized an off-site search that could
take weeks or nonths. As long as the tinme was reasonabl e under
the circunstances, a search of such duration does not violate the

Fourt h Anendnent. See Berger v. New York, 388 U S. 41, 58-61

(1967); United States v. Snow, 919 F.2d 1458, 1461 (10th Cr

1990); U.S. Postal Serv. v. CE C Serv., 869 F.2d 184, 187 (2d

Cr. 1989); United States v. Henson, 848 F.2d 1374 (6th G

1988) .

The anopunt of time that SA Rovelli took to conplete the
conpl ex and technical search in this case was not unreasonabl e.
| ndeed, as one court recently observed, conputer searches are
not, and cannot be subject to any rigid tinme limt because they
may i nvolve much nore information than an ordi nary docunent
search, nore preparation and a greater degree of care in their

execution. See Commonwealth v. ElIlis, 1999 Mass. Super Lexis

368.
Moreover, neither Rule 41 nor the Forth Amendnent inpose any
time limtation on the governnment’s forensic exam nation of the

evi dence seized. See United States v. Sanchez, 689 F.2d 508, 512

n.5 (5th CGr. 1982); United States v. Hernandez, 183 F, Supp.2d

468, 580-81 (D.P.R 2002). Thus, SA Rovelli was not required to
conplete the forensic exam nation of the hard drive within the

time period required by Rule 41 for return of the warrant.
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The inventory required by Rule 41 is also a mnisterial act
and failure to properly provide one does not, absent prejudice,

affect the validity of the underlying search. See United States

v. Haskins, 345 F.2d 111, 117 (6th Cr. 1965); United States v.

Birrell, 269 F. Supp. 716, 719 (S.D.N. Y. 1967).
The defendants were given copies of everything seized. This

obvi ates the need for a detailed inventory. See In re Searches of

Sentex Indus. Corp., 876 F. Supp. 426 (E.D.N. Y. 1995). Thus,

despite the broad description in the warrant return, the
defendants’ failure to show prejudice is fatal to their claim

See United States v. Guevera, 589 F. Supp. 760 (E.D.N. Y. 1984)

(finding no prejudi ce where defendant knew that specific property
was seized and had not been precluded fromnoving for return of
property).

Moreover, the rules do not dictate a required | evel of
specificity for inventories of seized itens. A detailed
description of each itemseized is not called for even under an

extrenme construction of Rule 41(d). See United States v.

Birrell, 269 F. Supp at 719.

The defendants have not shown deliberate disregard for the
requirenents of Red. R Crim P. 41 or that the search woul d not
have occurred or have been as abrasive if there had been no
all eged violations of the rule. Any technical violation of the

rul e does not require the court to invalidate an otherw se
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properly executed warrant or suppress evidence acquired under

See United States v. Dudek, 530 F.2d 684 (6th Cr. 1976).

CONCLUSI ON

For the foregoing reasons, the defendants’ notion to
suppress [doc. # 189] is DEN ED
SO ORDERED this 4th day of Novenmber, 2002, at Bridgeport,

Connecti cut.

Alan H Nevas
United States District Judge
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